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Abstract

This technical report proposes a software tamper proofing method called instruction
folding. In this method, a set of similar (but sligtly different) instruction sequences is
detected in a program, and then, they are integrated (folded) into a single instruction
sequence. A self-modifying mechanism is applied to the folded sequence to bridge the
gap between those slightly different sequences at run-time. The folded sequence is
tamper resistant since tampering affects every functionality where original (similar)

instruction sequences were present.
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09:  movb %0x03, L1
10: subl %edx, %eax 10: subl %edx, %eax
111 movl %eax, %ebx 11: movl %eax,  %ebx

: 8 12: L1
131 addl -12(%ebp), %ebx 13:
14:  movl %eax, %ebx 14:  movl %eax, %ebx
150 movl %eax, (%esp) 151 movl %eax, (%esp)
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xorl (%ebp), %ebx
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