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ABSTRACT

ThisarticledescribeshowlocalgovernmentsinJapanrecentlyprovidesecurityinformationservices
forresidents,whichdeliverregionalincidentinformationusingEmailorWeb.However,sincethe
conventionalservicesusuallyprovide“one-for-all”information.userstendtomissimportantincidents
withinthefloodofinformation.Thisarticleproposesanewsecurityinformationservice,calledPRISM
(PersonalizedReal-timeInformationwithSecurityMap).Forgivenincidentinformationanduser’s
livingarea,PRISMfirstcomputesseverityoftheincident,basedondistance,time,andtypeofthe
incident.Itthenvisualizestheincidentswiththeseverityonaheatmap.Thus,PRISMprovidesreal-
timepersonalizedinformationadaptedtoindividualsituationofusers.Toillustratethefeasibility,we
implementPRISMasaWebapplicationusingHyogoBouhanNet,andKobecityfacilityopendata.
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INTRodUCTIoN

Streetcrimesareamajor factor that threatenssafetyandsecurityofpeople living in theregion.
Therearemanyincidentsreportedeveryday,includingmurder,robbery,assault,snatching,groping,
exposure,suspiciousactofspeaking,andobservationofdangerousanimals.Inordertoachievethe
safetyandsecurityofthecommunity,individualresidentsarerecommendedtoprotectthemselves
byunderstandingthestreetcrimesandincidents,spontaneously.

Basedonsuchcircumstances,researchesthatattempttoclarifyfactorsassociatedwithcrimes
havebeenconductedsofar(Hipp&Kane,2017;McCall,Land&Parker,2011;McCall,Parker&
MacDonald,2008;Stults&Hasbrouck,2015).Inaddition,localgovernmentshaveimplemented
various policies (Tulumello, 2017). In Japan, many local governments recently start providing
securityinformationservicesforresidents.Thesecurityinformationservicesdistributeinformation
ofcrimesandincidentstoresidentsusingtheInternet.Residentscanmakeuseoftheinformation
foravoidingcrimes.Thetypicalsecurityinformationserviceshowsthelistofrecentincidentsand
asecuritymapinawebsite,ordeliverstheincidentinformationbye-mail.Forexample,Hyogo
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PrefecturalPoliceinJapanprovides“HyogoBouhanNet”.Theservicepublishesincidentinformation
thatHyogoprefecturalPolicerecognizeontheWeb.Byregisteringapersonalemailaddress,auser
canreceivetheinformationbye-mail.Similarly,TokyoMetropolitanPoliceDepartmentprovides
thee-maildeliveryservice,called“MailKeishicho”.TheDepartmentalsopublishes“TokyoCrime
Map”,whichisasecuritymapshowingwhereandwheneverysuspiciouspersonappeared.

Intheseexistingsecurityinformationservices,everyincidentinformationisuniformlydelivered
toallusers.Varioustypesofincidentsoccureverydayatvariouslocationsintheregion.However,
user’slivingareavariesfromonepersontoanother.Therefore,evenifanincidentiscriticalfora
user,itmaynotbesoseriousforanotheruserwhoislivingatdistantplace.Thus,howtheincident
isseveredependsonindividualusers.However,thisfactisnottakenintoaccountintheexisting
securityinformationservices.Allinformationofincidentisdistributeduniformlytoallusers.Hence,
whenmuchinformationisdeliveredinaday,ausermaymissimportantinformation.Also,itisa
time-consumingtaskforanordinaryusertoidentifyonlyrelevantinformationfromthelistofalot
ofincidentswithintheWebportal.

Inthispaper,weproposeanewsecurityinformationservice,calledPRISM(PersonalizedReal-
timeInformationwithSecurityMap),whichpersonalizestheincidentinformationbasedonliving
areaofindividualusers.Foreveryincidentinformationprovidedbytheexistingsecurityinformation
services,PRISMcomputes severityof the incident according to the living areaof a user.More
specifically,basedonthedistancebetweenthelivingareaandtheincident,thetimeelapsedfrom
theoccurrence,andthetypeoftheincident,PRISMaddsaweighttotheincident,sothatcloser
andnewerincidentsbecomemoreseriousfortheuser.Itthenvisualizestheweightedincidentson
aheatmap.Crimeshavebeenvisualizedsofar(Tabangin,Flores&Emperador,2008).InPRISM,
however,sincetheweightofseverityvariesdependingonuser’slivingarea,personalizedandreal-
timeincidentinformationisvisualizedonaheatmap.

OneoftechnicalchallengesinimplementingPRISMishowtomanageincidentinformation
inunstructuredtext.PRISMappliestextminingtotheincidentinformationoriginallydescribedin
naturallanguage.Itthenextractsattributessuchasdate,time,location,andthetypeoftheincident,
andstorestheattributesinarelationaldatabase(RDB).Ontopofthedatabase,wedevelopWeb-API
withwhichexternalapplicationscaneasilyqueryandretrieveincidentdata.Furthermore,inPRISM,
weexploitfacilityopendatapublishedbylocalgovernmentsothatuserscaneasilyregisterown
livingareas.Thefacilitiesincludeschools,stations,andparksintheregion.Evenifausercannot
readamap,theusercanspecifythelivingareabyusingthefacilitiesaslandmarks.

To show thepractical feasibility,we implementPRISMas aWebapplicationandamobile
application. In the implementation,weuse“HyogoBouhanNet” toobtain incident information,
and“KobeCityFacilityOpenData”as thefacilityopendata.Finally,wedeployPRISMonthe
Internet.Usingtheapplication,userscanbrowsepersonalizedandreal-timesecurityinformation
withinHyogoprefecture.

PReLIMINARIeS

Security Information Service
Securityinformationserviceisaninformationservicethatdistributesincidentinformationrecognized
bypolicetoresidents.Theserviceaimstopromoteresidentstounderstandthesituationforself-
protectionagainstincidents.Typicalsecurityinformationservicesusee-mailandWeb-basedsecurity
mapstodelivertheincidentinformation.

Thee-mail-basedservicessend incident information in textmessage to thesubscriberswho
registerede-mailaddresses.Thedeliveredinformationisusuallyarchivedonthewebsite,where
userscanbrowsethepastinformation.Insomeservices,userscanregisterthewardordivisionof
acitytospecifythearearangetobenotified.Forexample,inHyogoBouhanNet,ifauserwants
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informationwithinNadawardandregisterstherange,thenincidentsunderthejurisdictionofNada
PoliceStationarenotified.

Securitymapisanannotatedmapshowingwhereincidentsoccurred.Itvisualizesgeographical
occurrencesofincidentsthatarehardtograspbytexturalinformationonly.Asanexample,weshow
asecuritymapdescribingstreetincidentswithinKobeCityfromJanuarytoMay,2016.inFigure1.
Inthemap,apinrepresentsaplacewhereanincidentoccurred.

open data
Open data is machine-readable data that anyone can freely use and share without limitation of
copyright.Recently,variousgovernmentandmunicipalbodieshavepublishedpublicdataasopen
data,inordertoimprovequalityoflifeofpeopleaswellasperformanceofbusinessactivitiesof
enterprises(Molloy,2011).Forexample,KobecityinJapandisclosescityadministrationdatasuch
aspopulation,informationoffacilities,timetableofsubway.ThesedataarerepresentedinCSVor
RDFformat.Japanesegovernmentalsohaspublishedadatacatalogsite.Wecanusevariousdata
inthissite.

Challenges
Intheexistingsecurityinformationservices,anyincidentinformationisuniformlydistributed
toallusers.Thus,thedegreeofhowsevereagivenincidentisforauser(wecallitseverity),
whichvariesfromonepersontoanother,isnottakenintoaccount.Asaresult,userstendtomiss
relevantincidentswithinthefloodofinformation.Forthis,wetrytocopewiththefollowing
threechallenges.

Figure 1. Example of security map (Kobe city. From January to May, 2016)
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Challenge C1 (Considering Living Area)
Ifanincidentoccursnearbylivingareaofauser,thentheincidentisveryimportantfortheusertobe
alerted.Theexistingservices,however,donottakehowclosetheincidentis.Forexample,inHyogo
BouhanNet,incidentinformationofNadaPoliceStationisdistributedtoallsubscribersoftheNada
wardinthesameway.However,comparingauserliving200metersfromanincidentwiththeone
living5kilometersaway,theincidentshouldhavehigherseverityfortheformeruser.

Challenge C2 (Considering Real Time)
Althougheachincident informationhasdateandtimeofoccurrence, thecurrentservicesdonot
considerhowfreshtheincidentis.Forexample,inTokyoCrimeMap,anincidentthatoccurred
yesterdayandonethatoccurredtwoweeksagoareshowninthesamemarkeronthemap.

Challenge C3 (Considering Type of Incident)
There arevarious typesof incidents reported from seriousones to just informativeones. In the
existingservices,however,allincidentinformationisdeliveredinthesameway.Forexample,witness
informationofamanwithaknifeandarrestinformationofpastincidentaredeliveredinthesame
e-mailformat.Sincethearrestinformationisaboutaresolvedincident,itshouldhavelowerseverity
thantheinformationofamanwithaknife.

SeCURITy INFoRMATIoN SeRVICe PRISM

Inthispaper,weproposeanewsecurityinformationservice,calledPRISM(PersonalizedReal-time
InformationwithSecurityMap),whichpersonalizestheincidentinformationbasedonlivingarea
ofindividualusers.

overview
Inordertocopewiththethreechallengesdescribedintheprevioussection,weexploittwoideasin
PRISM.Thefirstideaistoputaweight of severityoneveryincident,basedonthelivingarea,the
currenttime,andthetypeoftheincident.Thesecondideaistovisualizetheweightedincidentson
aheat map.

AuserofPRISMfirstregistershis/herlivingareas.Thelivingareasrepresentplaceswherethe
useroftenvisitsinthedailylife,suchasahouse,astation,aworkingplace,aschoolofchildren,and
ashoppingcenter.Everyusercanregistermultipleplacesaslivingareas.

Then,foreachdeliveredincidentinformation,PRISMcalculatesthedistancebetweenthepoint
ofincidentoccurrenceandthelivingareaoftheuser.PRISMalsocalculatestheelapsed timefrom
dateandtimeofoccurrencetothecurrenttime.Basedonthedistanceandtheelapsedtime,PRISM
adjustsaweightofthedefault severitypre-determinedforeachtypeofincident.Theresultantweight
istheseverityoftheincidentpersonalizedfortheuser.Finally,PRISMgeneratesaheatmapbased
onthepersonalizedseverity,whichachievesapersonalizedandreal-timesecuritymap.

Architecture
Figure2showsthesystemarchitectureofPRISM.Inthefigure,thedottedrectanglerepresentsthe
systemboundaryofPRISM.Acrawler,atthebottomleftofthefigure,periodicallyobtainsincident
informationfromanexistingsecurityinformationservice.Then,thecrawleranalyzestheretrieved
text,extractsattributes,andinsertstheattributesintoanincidentDB.Auseratthetoprightofthe
figureregistershis/herlivingareasdata.Intheregistration,theusercanrefertoafacilityDB,where
facilityopendataofthelocalgovernmentisimported.Theusercanusevariousfacilitiesintheregion
aslandmarksofthelivingarea.BasedontheincidentDBandthelivingareasdata,PRISMcomputes
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theseverityofeveryincident.Finally,PRISMgeneratesaheatmapbasedontheweightedincident
information,andpresentsthemaptotheuser.Wewillexplainthedetailsinthefollowingsubsections.

obtaining Incident Information
PRISMperiodicallyobtainsincidentinformationfromanexistingsecurityinformationserviceusing
thecrawler.Ingeneral,theincidentinformationiswritteninnaturallanguage.Soitisdifficultto
makequeriesortakestatisticsfortheoriginaltext.Therefore,PRISManalyzestheoriginaltextinthe
crawler,structuresthetextintoattributes,andinsertstheattributesintotheRDB(i.e.,theincidentDB).

Weexplaintheflowofthetextanalysis.First,thecrawlerappliespre-processingtotheoriginal
text,whereorthographicvariantsincharactersandsentencesarecorrected.Then,applyingatext
miningtothepre-processedtext,thecrawlerextractsthefollowingnineattributes.

• PrefCode:Acoderepresentingtheprefecturewheretheincidentoccurred
• ID:Anidentifierofanincident
• Datetime:Dateandtimeofoccurrenceoftheincident
• Title:Atitleoftheincidentinformation
• Content:Acontentoftheincidentinformation
• Severity:Adefaultseverityoftheincident
• Address:Anaddressoftheplacewheretheincidentoccurred
• Lat:Latitudeoftheplacewheretheincidentoccurred
• Lng:Longitudeoftheplacewheretheincidentoccurred

Althoughtheoriginalincidentinformationisgiveninthenaturallanguagetext,itbasicallyfollows
astrictwritingconvention.Therefore,byapplyingpatternmatchingusingregularexpressions,we
canextractdatetime,title,content,andaddress.

The values of lat and lng can be obtained from address using geographic information web
servicessuchasGeolocationAPI.ThevalueofidcanbeextractedfromthearticlenumberorURL
ofthesecurityinformationservice.ThevalueofprefCodecanbeobtainedfromsecurityinformation
service.Forexample,weknowthattheinformationfromHyogoBouhanNetistheincidentinHyogo
Prefecture.ByusingprefCodeandidasacompositeprimarykey,informationindifferentprefectures
canbehandledatthesametimeeveniftheincidentshavethesameid.

Thevalueof severity representsadefault severity that the incidenthas. It isdefinedby the
followingfourcategories,determinedbykeywordscontainedinthetitleandcontent.

• Alert(severity3)themostseriousincidentthatcanthreatenlifeofcitizens.Thekeywordsinclude
murder,robbery,shooting,assault,gun,knife,etc.

Figure 2. Architecture of PRISM
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• Warning(severity2)incidentsthatmaycausephysicaldamagetocitizens.Thekeywordsinclude
snatching,pick-pocket,theft,stalking,groping,etc.

• Caution(severity1)incidentstobepaidattention,notdirectlylinkedtolifeorphysicaldamage.
Thekeywordsincludescam,animal,wildboar,etc.

• Notice(severity-1)otherinformationfromthepolice.Thekeywordsincludearrest,resolution,
notice,etc.

Notethattheabovedefaultseverityrepresentsadefaultvalueofeachincident,wherethesituation
ofindividualusersisnotyetcounted.Itwillbeadjustedinthesubsequentprocessbasedontheliving
areasofindividualusers.

Incident dB
TheincidentDBisarelationaldatabasethatstoresandmanagesincidentinformationwiththenine
attributesdescribedintheprevioussubsection.Thedataschemaisasfollows:

[prefCode,id,datetime,title,content,severity,address,lat,lng]

Figure3showsanexamplethatinsertsanincidentinformationtextintotheincidentDB.Inthis
example,PRISManalyzesanincident“Groupingoccurred”,extractsthenineattributes,andinserts
themasarecord.

OntopoftheincidentDB,wedevelopWeb-API,sothatexternalapplicationscaneasilyretrieve
incidentdata.TheWeb-APIhasthefollowingthreecommands:

• Latest:ForagivenincidentID,thecommandreturnsthelatestincidentsthatoccurredafterthe
incidentspecifiedbytheID.

• Search:ForagivenqueryofID,keyword,date,timerange,andseverity,thecommandreturns
incidentsthatmatchedthequery.

• Range:Forgivencoordinatesanddistance,thecommandreturnsincidentsthatoccurredwithin
therangedefinedbythecoordinatesasacenterandthedistancearadius.

Figure 3. Example of inserting incident information to incident DB
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WehaveimplementedWeb-APIasCGIhandlingJSON.Thecommandandparametersaregiven
inaformofURL,andtheresultisreturnedinaJSONformat.

Registering Living Area with open data
PRISMmanagesuser’slivingareaasasetofcoordinates.Accordingly,theuserneedstoregistereach
livingareawithcoordinates(latitude,longitude).WiththehelpofAPIofmapinformationservice
(e.g.,Googlemaps),PRISMallowstheusertoinputthecoordinatesjustbydouble-clickingapoint
ofamapinaWebbrowser.

Ontheotherhand,auser,whoarenotgoodatreadingthemap,maynotbeabletopointthe
exactcoordinatesonthemap.Tocopewithsuchcases,weutilizefacility open datapublishedby
localgovernments.Usingnearbyfacilitiesaslandmarks,theusercaneasilyinputplacesofliving
areas.Thefacilityopendatacontainslocationinformationofvariousfacilitiesintheregion,including
governmentoffices,firestations,policestations,stations,nurseryschools,kindergartens,schools,
parks,andculturalfacilities.ThefacilityopendataisgenerallystructuredintheformofCSVorRDF.

InPRISM,weimportthefacilityopendataintofacility DB,whichisreferredwhenregistering
thelivingarea.ThedataschemaofthefacilityDBisasfollows:

• ID:Anidentifierofafacility
• Name:Anameofthefacility
• PostalCode:Postalcodeofthefacility
• Address:Anaddressofthefacility
• Phone:Aphonenumberofthefacility
• Lat:Latitudeofaplacewherethefacilityislocated
• Lng:Longitudeofaplacewherethefacilityislocated
• Ward:Awardwherethefacilityislocated
• Type:Atypeofthefacility(e.g.elementaryschool)

SimilartotheincidentDB,wedevelopWeb-APIforthefacilityDBasCGIhandlingJSON.
Externalapplicationscansearchthefacilitieswiththeattributesanddistance.

Computing Personalized Severity
Next,PRISMcomputestheseverityofincidentsaccordingtoindividualcircumstances,basedonthe
livingareasdata.Morespecifically,PRISMadjuststhedefaultseverityofeachincidentaccording
tothefollowingtwoviewpoints.

• Distance:Thecloserthedistancebetweentheplaceofincidentanduser’slivingareais,the
moreserioustheincidentisfortheuser,sinceanewincidentmayhappenagainnearby.Thus,
higherweightisgiventotheincident.Ontheotherhand,thelongerthedistanceis,thesmaller
theseverityis.WhenthedistanceexceedsathresholdThd,theseverityissettozero.

• Time:Theshortertheelapsedtimefromtheincidentoccurrence,themoreseriousisforthe
user,sinceanewincidentmayhappenagainsoon.Thus,higherweightisgiventotheincident.
Ontheotherhand,thelongerthetimeis,thesmallertheseverityis.Whenthetimeexceedsthe
thresholdTht,theseverityissettozero.

Now,foranincidentxandauseru,letdbethedistancefromlivingareaofutotheplacewherex
occurred.Also,lettbetheelapsedtimefromthetimewhenxoccurred.Then,wedefinetheseverity
ofxforu,denotedbyseverity(x, u),asfollows:

severity(x, u)=1/3∗(WD(d)+WT(t)+severity(x)∗1/3)
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whereWD(d)andWT(t)areweightfunctionswithrespect todistancedandtime t, respectively.
severity(x)representsthedefaultseverityofx(rangingover-1,1,2or3)asdefinedbasedontype
ofincident.AsforthedefinitionoffunctionsWD(d)andWT(t),therearevariousmethods.Inthe
currentversionofPRISM,weusethefollowingfunctions.
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Theabovefunctionsmaintaintheweight1.0untilthegivendistance(ortime)reachesthehalf
ofthethreshold,anddecreasetheweightlinearlyfrom1.0to0.0uptothethreshold.Currently,Thd
issetto4.0km,Thtissetto14days.However,theyarefreelycustomizedaccordingtocharacteristics
oftheareaaswellasthecrimesituationoftheregion.

Heat Map
Finally,PRISMvisualizestheincidentdatawithpersonalizedseverityonheatmap.Thevalueof
severity(x, u),whichistheseverityofincidentxforuseru,isbetween0.0and1.0.PRISMcreates
aheatmapsuchthattheseverityvalueisscaledintothesevencolors,[purple,indigo,blue,green,
yellow,orange,red].Foreachincidentx,PRISMputsadatapointoncoordinates(lat,lng)ofxusing
acolorassociatedwithseverity(x, u).Thisgeneratesaheatmapadaptedtoindividuallivingarea
andthecurrenttime.

Figure4showstwoheatmapsgeneratedfortwousersAandB,wheretheincidentinformation
withinKobeCityatacertaindateisvisualized.Thepinsinthemapindicatelocationsofliving
areasregisteredbytheusers.Thecoloredpointsindicatetheplaceswhereincidentsoccurred.Inthis
example,userAregisteredKobeSannomiyaStationandHankyuRokkoStationaslivingareas.On

Figure 4. Example of outputting heat map (a) User A’s heat map (b) User B’s heat map
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theotherhand,userBregisteredHankyuRokkoStation,ShukugawaStation,andHanshinFukae
Station.Wecanseethatcompletelydifferentheatmapsaregenerateddependingonthelivingarea,
eventhoughthemapareaandthetimearethesame.

Implementation
WehaveimplementedtheproposedPRISMasawebapplicationandamobileapplication.Figure5
andFigure6showscreenshotsofPRISMforWebandPRISMAndroid,respectively.Intheproposed
architecture(seeFigure2), thecrawler, theincidentDB,thefacilityDBandtheirWeb-APIwere
implementedintheserverside.Whereas,theregistrationoflivingareaandthegenerationoftheheat
mapwereimplementedintheclientside.Technologiesusedfortheimplementationareasfollows.

• Securityinformationservice:HyogoBouhanNet
• Facilityopendata:facilityopendataofKobeCity
• Crawler:perl,cron,Yahoo!GeoCoderAPI
• IncidentDB,facilityDB:MySQL

Figure 5. PRISM for Web
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• Web-API:perl,CGI.pm,JSON.pm
• Client(Webapplication):Chromebrowser,JavaScript,GoogleMaps,GoogleHeatmapLayer
• Client(mobile):Android,GoogleMaps,AndroidHeatmapUtility

dISCUSSIoN

Sufficiency of Requirement
WeherediscusshowPRISMcopewithChallengesC1,C2,andC3.PRISMcalculatestheseverity
ofincidentsbasedonthelivingareaandtheelapsedtimeoftheincident,andvisualizesincidentson
aheatmap.Thus,asecuritymapadaptedtoeveryuserisgenerated.Acloserandnewerincidentis
showntobemoreseriousinthemap.Thus,C1andC2areresolved.Moreover,fourtypesofdefault
severitybasedonkeywordsintitleof incident informationinPRISM,whichcorrespondstoC3.
However,itisnecessarytoverifythevalidityofthevalue,whichisleftforourfuturework.

Limitations in Using open data
Aswementioned,PRISMisnotlimitedtoHyogoPrefecturesinceincidentinformationhasprefCode.
Asanexampleofcombiningmultipleinformationsources,wedisplaythesecuritymaputilizingboth
HyogoBouhanNetandinformationprovidedbyOsakaPrefecturalPolice.Figure7showstheheat
mapatthattime.TherightpinofthefigureindicatesOsakastationandtheleftpinindicatesHankyu
RokkostationinHyogoPrefecture.AsshowninFigure7,PRISMcanvisualizeincidentinformation
combiningmultiple sources.Like this,whenweobtain incident informationevery regionof the
country,PRISMcanbeextendednationwide.

Ontheotherhand,regardingtheincidentinformationprovidedbyexistingsecurityinformation
services,theparsermustconvertunstructuredtextdatagatheredbythecrawlerintostructureddata

Figure 6. PRISM Android
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bytextanalysis.Forthis,ifweswitchtoanothersecurityinformationservice,wehavetore-create
thedocumentparser.Suchtightcouplingofthecrawlerandthesecurityinformationservicelimitsthe
extensibilityofthesystem.However,thisproblemwillbealleviatediftheincidentdataispublished
asstructuredopendata.

WeusedfacilityopendataofKobeCityinthisstudy.However,thedatadidnotcontainthe
sufficientnumberoffamiliarfacilities(e.g.,railwaystations).Morefacilitiesarenecessarytocover
moreuserslivinginvariousplaces.

Related work
“TokyoSafetyMap”isaWebapplicationquitesimilartoPRISM.Theapplicationanalyzesincident
informationof“MailKeishicho”,anddisplay the incidentonGooglemap.However, itdoesnot
considerlivingareaorpersonalization.

CoNCLUSIoN

Inthispaper,wehaveproposedapersonalizedandreal-timesecurityinformationservice,called
PRISM. Using the incident information provided by the existing security information services,
PRISMadaptstheincidenttoindividualsbasedonlivingareaoftheuser.Weintroducedametric,
calledseverity,whichquantifieshowtheincidentisseriousfortheuser.Theseverityiscomputed
basedonthedistancefromthelivingareaandtheelapsedtime.Incidentsweightedwiththeseverity

Figure 7. Heat map focused on Osaka station and Rokko station
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arevisualizedonaheatmap.WealsoimplementedproposedPRISMasawebapplicationanda
mobileapplication.

Inourfuturework,wewillverifythevalidityofthevalueoftheseverity,aswellastheweight
functions.WealsoplantohavemanyusersactuallyusePRISM,andevaluatetheusability.
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