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Abstract In this paper, we propose a cracker-centric approach to give a realistic guideline for applying software
obfuscation methods to disrupt crackers’ actions. As a case study, we define a security goal and a threat model for a
Java implementation of a cryptomeria cipher (C2) program, and then, based on the model, we describe a guideline
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