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An Authentication Method Based on Spatiotemporal Information and Actions
by
Masateru TSUNODA, Kyohei FUSHIDA, Yasutaka KAMEI, Masahide NAKAMURA,
Kohei MITSUI, Keita GOTO and Kenichi MATSUMOTO

Abstract :

We propose a new authentication method based on actions and spatiotemporal information such as location, elapsed
time, and travel distance of a user. To be authenticated, a user performs certain actions at certain points defined with
spatiotemporal information. To apply spatiotemporal information to authentication, it is needed that suppressing prob-
ability of authentication failure of regular user, for it is not easy to retry authentication. So we propose partial match-
ing authentication which allows partial mistake of user’s authentication procedure. Also, we define combination of
spatiotemporal information and action as spatiotemporal character, and formalize security evaluation of our method
based on it. In addition, we show security effectiveness of our method with an experiment. The experiment showed
that false rejection rate of our method is 0.233% and false acceptance rate is 0.010%.

Keywords : spatiotemporal information, spatiotemporal character, partial match authentication, authentication point
margin, ubiquitous computing
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