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This paper proposes a program camouflage method to protect software from reverse engineering. The user of
the proposed method only has to construct a piece of fake source code by modifying a piece of original source
code. When an attacker statically analyzes the program that is protected by the method, the program looks
like the fake code (with self-modification code fragments). However, when the program is executed, the

original code is performed. The proposed method is effective especially in hiding secret instructions/data
from static analysis, and preventing the extraction and reuse of secret parts in the program.
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(‘addl $5, %eax ICE# X
movl (%ebp), %eax movl (%ebp), %eax
addl  $5, %eax isubl $5, %eax BEATDGHS
pushl LC1 pushl LC1

[subl $5,%eax’ =B Z
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int main() {
intkey1, key2;

if(key 1*10+key2==45)
break;

}

int main() { _
int key 17 keyZikey3;

{else if(key1+key3<10)
i _break;
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change (inst (Ag, 41),
“cmpl $45, $eax”)
change (inst (A¢, 42),

if (keyl*10+key2==45)

break; az A

[44] de L3

: 7
(a) RERMEDY—RO—FK P

[41] movl -8(%ebp), %edx add (inst (Ag, 40),
[42] leal(%edx,%eax,2),%eax'|_»@_> “movl -8 (%ebp), $edx”)
[43] cmpl $45, %eax

\
1

(Step2) | "3 137
|

add (inst (Ag, 40) ,
“leal (%edx,%eax,2),3%eax”)

7

(Step 1) 1

() TEDTELTUI—F A

() ZATER diff(A, A)

(&wwjl

if (keyl*5<=25)
break;

a2 3A)

[42] jle L3
- 7 :
(b) REMNFDY—RI—F P

P e T

[41] cmpl $25, %eax

( movb $O%74,DEST
1 erovb $0x7E, DEST

—_—® na SERAIL—F
(Step4) (——

7

N -

3

Q) hLhF5—Yasnt=7trI)a—F A,
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0000000000000000000 P,O000
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0000000000000000000 ADOO
0000000000000 A, 000000000
0000 (Step 2)0diff(A;,A)DDDODOODOO
0DA;000000000D000000D00000
A00D0DDODOO0O0O0OO0D0DOO0000O00 100
000000000000D000000000000
000000000000000000000000
000000000000000000000000
00000000D0000000D000000000
00000000000000 (Step3)000000

00000000 A, 000000D0O0O0DO00O0O0
0000000000000 A.000 (Step 4)0

gboobobobobobooboooo

(Step 1) DODOODDO0OUOODOOOO

rOOD0ODOOOOOOl10000O0OOOOOOOD
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000000 3() 000 (b)D0000000000
POOOO0O “if(keyl*10+key2==45) break;” [
O0000000P,O00 “if(keyl*5<=25) break;”
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00000000 A0O0OO A, 000000000
diff(A;,A)D00000000OMyers 000 20
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change(if,i): Ay 0000, 00A00000

oo0:0000000D00DbO
add(if,i): A;0000 i, 00000A0D000
goo.00000000boo

delete(i;): A;0000 ;00000000000

diff(A;,A)D0O0ODDOO0OOODDOOO
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gooooo
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OO00PODO “keylx10+key2” 0O ODOOOOO Py
00 “keyix5” 0000000000 ADO 41000
0042000000 A,00DDOO0COOOOOOO
00445”00000 “2s" 000000000000
“$45” 0 “$25” DO0OOOODO “=="0 “%«="000
oo0o000O0000%e” 0 “j1e” 00000000
00000000000 diff(A;,A)00 3(e) 00
00004000000 (change20U0add20)00
000000 3(e) 00000 inst(Ay,7) D0 Ay O
goo0gj000000000
(Step 3) DDOODODOUODODO
diff(A;,A)0DD0000000000 dy, da, ...,
d, 000000000000DODOOCOCOO0OO00D
oooo0oo0o0o0O000000000000k0O00DO
o000 d, 00000000000 RR,O0D0OO
000000 HR,OODODDODOODDOOOORRy
000 HR, OOUOOOOOOoOoOo(ooooooo
O0)0 dest000000Osreg(000 sreg) 00O
RR,(OD00O HR,)ODOOO dest00O0OOOODO
O0O00O000O0RR,000 HR,OOODODOODODO
goood
[O0 1] O0OOsrcgOsreg 000 dest 00Ody O
gobooooooooooooooooo
(00 1-(a)] dik O change(iy,i) D00 Osrcg O
+d000000sreg 0 ¢, 0000000000
destd i, 000000000
[0O0 1-(b)] di O add(if,s) 000000 Ay O
O« 0000:000000000000000
O00:O0000sregd e 0000000O0srcy
0:,0000000000destD 3, 00000
oood
[00 1-(c)] di O delete(iy) 000000 iy O
gbooooobOoooobooooocboooboon
0ooooooUo0o (booooopUooooo
ooooooooooo)ooooos, 0000
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[OD0 1] di = change(inst(Ay,42),“je L3”) O
O0Osrcr 0 “je L3’0Osreg 0 Ay 0 42000
O0000000%1le L3 O0000dest 0O Af
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[OO0 2] srer(“je L3”) 000 srcu(“jle L37)
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O0dest 00000 sregd sreg OO0OOOO
O0dest 00000000 100000 “7470
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0ooo0o0000o0ooo0D A, 00000A. OO
gooboobooDoOobOoboOoobobobobooooag
000o0oo0ooUoOoo®UooUoooo
poboooboobooooooboobbboooooogog
ooooooooOooobOboooboboooo



304 gbooooobooooood

int main() {
int keyl, key2;

while (1) {
scanf ("%d", &keyl);
scanf ("%d", s&key2);

if (keyl * 10 + key2 == 45)
break;

printf("Invalid Password.¥n");
printf ("Password OK.¥n");

return 0;

}

int main() {
int keyl, key2;

scanf ("%d", &keyl);
scanf ("%d", &key2);

if (keyl + key2 <= 70)
printf ("Password OK.¥n");

if(keyl * 5 <= 25) {
printf("Invalid Password.¥n");

}

return 0;

() 00000000000

D EEEEEREEEEE

LCl:.ascii "%d¥O0O"

LC3:.ascii "Invalid Password.¥0"
LC4:.ascii "Password OK.¥0"

main:

B movb $0xF8, DEST2+2 | RR2
[01] pushl %ebp

[02] movl %esp, %ebp

[03] pushl %edx

[04] pushl %edx

[05] call main

subb $0x07, DEST5+1 -

movb $0x6B, DEST1 =)=
movw $O0xO0AFC, DEST1+2 }

(keylE&Ukey2ZBEA N HEE

movw $0x9090, DEST7 [RR7 |
movb $0x90, DEST7+2 }m

[06] leal -4(%ebp), %eax
[07] pushl S%eax
[08] pushl %eax
movw $0x9090, DESTS8 | RRs
[09] pushl $LC1
[10] <call scanf
[11] leal -8(%ebp), %eax
[12]
[13]

pushl %eax

pushl %eax

movb $0x74, DEST4 | RR4
[14] pushl $LC1
[15] call _scanf

movb  $0x2D, DEST3+2 -+ RR3

((if(key1+key2 <= 70). IR EH 15565

DEST1: # change to
# "imull $10,-4 (%ebp) , %eax"
[16] movl -8(%ebp), %eax
ret # added (padding)
[17] addl $24, %esp

movb $0x8B, DEST1
movw $0xF845, DEST1+2 }
movb $0x90, DEST9
DEST2: # change to
# "addl -8 (%ebp) ,%eax"
[18] addl -4(%ebp), %eax
DEST3: # change to "cmpl $45,%eax"
[19] cmpl $70, %eax
DEST4: # change to "je L2"
[201  Jg _L2
[21] pushl SLC3
[22] call puts
[23] popl %edx
movl $0x90909090, DEST6 ---[ RRé |
DEST5: # change to "jmp L2"
[24] dmp L2+7

(if(key1*5 <= 25) IcR &1\ 58%)
L2:
- movb $0x45, DEST3+2 ---1 HR3
DEST6: # delete
[25] imull $5, -4 (%ebp), %eax
DEST7: # delete
[26] cmpl $25, %eax
DEST8: # delete

[27] 39 _L3
[28] pushl $LC4
movw $0x7F27, DESTS8 ---1 HRs

[29] call puts
DEST9: # delete
[30] popl %eax

L3:
movw $0x83F8, DEST7
movb $0x19, ],Z)EST7+2 }
movl $0x6B45Fc05, DEST6 ---| HRé
addb $0x07, DEST5+1 - HRs5
movb $0x7F, DEST4 ---"HR4

)

[31] leave

[32] =xorl %eax, %eax
movb $0xFC, DEST2+2 ---| HR2
movb $0x58, DEST9 ---| HR9

[33] ret

(ODUOOO0ODOUDOOODOOOOOO
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4 0000000
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000000000000000000000000
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00000Owhile000O0DO000000D0000
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00000000000D0000000000000
00000000000000000000000
00000 (0 4b)000000000)0000
00000D0D00000000000000000
0000000000000000000 “DEST” O
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