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Abstract For instance, let us consider a service, sapoking
PreparationService . This service automatically sets up

The home network system (HNS, for short) is comprisedthe kitchen and related appliances for preparing for cook-
of networked home appliances, which achieves variousing, within just a single user’s operation. When requested,
value-added services for home users. Assuring safety of thehe kitchen light is turned on, the gas-valve is opened, the
HNS and the services is a crucial issue. However, safetyventilator is turned on, the oven becomes pre-heating mode,
properties to be verified against the HNS have been given inand the kettle is turned on in a boiling mode.
an ad-hoc manner. This paper presents a systematic method |n developing and providing such HNS services, the ser-
that can derive the verifiable safety properties from a given vice provider must guarantesfetyof the services. In the
HNS model and hazard contexts. Specifically, we first defineconventional (non-networked) home appliances, the safety
a hazard analysis model for the HNS consisting of four lev- has been assured manua”y by the human user, by means
els of abstractions. We then conduct a goal-oriented analy- of safety instructiong2] described in the user's manual.
sis to specify logical relations between the adjacent abstrac- However, in the HNS the safety must be assured in the soft-
tion levels. The analysis yields cause-and-effect chains fromyare applications. Despite its importance, the safety issues
the abstract hazard contexts to the concrete attributes andyithin the HNS have not been studied well.
operations of HNS objects (appliances, services, environ-
ment). Finally, the safety properties and their responsible
operations are derived from the complete model, which give
the strong rationale of the safety of the HNS.

In general, the safety issues of hazard system are usu-
ally considered afA) system designing stage (B) system
implementing stageStage (A) always proposes a method
for supportinghow to design a safe specification for a sys-
tem Stage (B) always proposes a methodv@tching and
preventing the system into the hazard stateconsidering
1. Introduction what measures should be took for decreasing the damage

after the accident happened-or this paper, we consider

The emerging ubiquitous technologies allow general the safety issues on the stage (A) and want to propose a sys-
house-hold appliances to betworked Thehome network  temic method for helping the designers design a safe HNS
system(HNS, for short) consists of suaetworked appli- ~ Specification.
ances intended to provide various value-added services to  In our previous work [17] [16], we have proposed a
home users. Owing to the network capability, the appli- method that validates the safety properties against given
ances, such as TVs, DVDs, air-conditioners, lights, cur- HNS implementations, based on the conceptiedign by
tains, ventilators, kettles, gas valves, baths, hot-water sys-contract[3] [4] [11]. The safety of the HNS was charac-
tems, are monitored, controlled, and ewechestratedrom terized as three types of properties: [@gal safety prop-
anywhere in the house even from outside [12]. ertiesare safety instructions of each individual appliance,

In general, each service for the HNS is implemented (2) global safety propertieare specified over multiple ap-
as a software application (i.e., program), which automat- pliances to operate the HNS service safely, andef8)i-
ically controls multiple appliances through the network. ronment safety propertiesre residential rules in home and



Table 1. Examples of safety properties for HNS
Safety Type Safety Property
L1 : Do not open the lid while the water is boiling or there is a risk of scald (for ElectricKettle).
L2 : Make sure that the lid was closed before boiling water (for ElectricKettle).
G1 : While the gas valve is opened, the ventilator must be turned on (for CookingPreparationService).
G2 : Do not change the temperature above 45 degree while the shower is open (for ShowerService).
1 : The total amount of current used simultaneously must not exceed 30A.
E2 : Do not make loud voice or sound after 9 p.m.

Local

Global

Environment

surrounding environments, independent of appliances and ——" ) Service — Home
services. Table 1 shows examples of the safety properties R A>:i§?v°rking Curenigmionmot
related tmooklng Prepal’atlonsel’VIce . r+activation() +getEnvironmentRequirement()
. \_/—\ +stop() e
However, the previous method assumes that all the safety 0
properties argivenby the analyst beforehand. Therefore, | =% 20
we had to specify the_safety properties (including the ones e g
in Table 1) manually in an ad-hoc manner. Some critical power
. . . . Shy Pi it 1 [
safety properties might be overlooked, which results in se- [T oD
rious accidents in the HNS. e

To cope with this problem, this paper presents a ‘ lr
requirement-engineering approach that can systematically
derive the verifiable safety properties. Specifically, we first %‘
propose ahazard analysis moddor the HNS, consisting

of four levels of abstractions: (1) hazard context, (2) haz-

ardous state, (3) object attribute and (4) object method. For ) )

a given HNS model and the hazard context, we then conduct  Figure 1. Object-oriented model of HNS [5]
a goal-oriented analysis to specify logical relations between [13]

the adjacent abstraction levels. The analysis yields cause-

and-effect chains from the abstract hazard contexts to the

concrete attributes and operations of HNS objects (appli-

ances, services, environment). Finally, the safety propertiesy o Object-Oriented Model for HNS
and their responsible operations are derived from the com-

plete model, which give the strong rationale of the safety of

the HNS.

Every component in HNS (i.e., appliance, service, or
home) can be regarded asa@ljectconsisting ofattributes
andmethods Therefore, we have previously proposed an
object-oriented model for the HNS [5] [13], which can be
2.1 Home Network System (HNS) represented by a UML class diagram in Figure 1.

2 Preliminaries

. . The model consists of three kinds of objects (classes):
A HNS consists of one or moneetworked appliances . .
Appliance , Service , and Home These classes

connected to a LAN at home. In general, each appliance hashave relationships such that (a) Home has multiple

a set ofapplication program interface@\PIs), by which theT Appliance s, (b) aHomehas multipleService s, and (c)
users or external software agents can control the appliance : ; : . ;

; . : aService uses multipleAppliance s. These relationships
via the network. A HNS typically haslzome servemwhich :

. . . .reasonably characterize the structure of the HNS.
manages all the appliances in the HNS. Services and appli-
cations are installed on the home serveHNRS servicgro- For every object in the model, the attributes character-
vides a sophisticated and value-added service by using mulize the (internal) state of the object, while the methods rep-
tiple appliances together. The HNS service is implementedresent operations (i.e., APIs) of the object. Executing a
as a software application that invokes the APIs of the appli- method may refer or update the values of some attributes.
ances. The appliances and services are deployetdoma For instance, for an obje&lectricKettle , the method
which is characterized by environmental attributes (e.g., on() updates the value of the attribytewer to ON Simi-

temperature, humidity, brightness, current, sound, space). larly openLid() updates the value d¢ii to OPEN



s . . APPLIANCE ElectricKettle
2.3 Describing HNS Specification ATTRIBUTES

power . {ON, OFF} = OFF;
. mode : {IDLE, BOILING, WARMING} = IDLE;
To capture the given HNS model more clearly, we here g : [OPEN, CLOSE} = CLOSE;
introduce a language for describing theecificatiorof the MEperature : {60.80.90,95,98} = 98:
HNS. The language is originally defined in our previousre-  ong {
search [5] [13], so full definition can be referred to the pa- PRE: ~power == OFF;

. . . . POST: power == ON;
pers. Since the language aims to specify the appliance and

the service models at the design (or requirements) level, no  ©f0_{

. . e . . . . PRE: power == ON;
implementation-specific information is contained. POST: power == OFF;
LpenLid() {
2.3.1 Appliance POST: 14 = opany & power == ON:
As mentioned in Section 2.2, every appliance is character- }closeLid() {
ized as an object consisting aftributesandmethods Fig- ESE}. lliilcji = 8&%25&& power == ON;
ure 2 represents a specification of an electric kettle. This ' ’
specification says that the objeEtectricKettle has Setyﬁg?(m;’gw{e - on
four attributes and six methods. POST: mode == md;
Each attribute is defined by associated type and initial
R . setTemperature(temp) {
value. In our language, integer (with allowable values), PRE: power == ON;
boolean, or enumerated type can be used. For instance, POST: temperature == temp;
power can take two valueSNor OFF, which is initialized to INVARIANTS
OFF The attributeemperature  holds a temperature set- true;

ting value, to which the kettle warms up the water.

Each method in the specification is simply characterized
by a pair of logical formula over the attributes, namely,
pre-conditionand post-condition The pre-condition of a
method is a guard condition that must be satidfiefbrethe noted byapp.attr . As specified in the post condition of
method is executed. On the other hand, the post-condition isactivation() , when the service is activated, the light is
a resultant condition that must be satisfedterthe method  turned on, gas valve is opened, ventilator is turned on, the
is executed. In our model, ordinary comparison and logical oven becomes the pre-heating mode, and kettle is turned to
operators£=, 1=, >, >=, <, <=, && || ,!) ! are used. For the boiling mode.
instance, let us takepenLid() method in Figure 2. To
executeopenLid() , the lid must be closed and the power 2 4  Safety Property and Validation
must be on. After executing the method, the lid will be
opened. The methagktMode() takes a formal parameter
md, intended that the working mode will be updated to the
givenmdin the post-condition.

Our specification language also can spedifyariants
The invariant is a condition that must be satisfied all the
time no matter which method is executed. In Figure 2, no
specific invariant is given.

Figure 2. Specification of ElectricKettle

An appliance (or a service) in the HNS is calkeafe iff
the appliance (or the service, respectively) is free from any
condition that can cause (a) injury or death to home users
and neighbors, or (b) damage to or loss of home equipments
and the surrounding environment. However, it is generally
quite difficult to achieve 100% safety in any system. Hence,
the safety is often evaluated by meansrisk. To assure
the safety to a considerable extent, a set of conditions or
2.3.2 Service guidelines minimizing the risk are considered [2]. These
conditions are so-calleshfety properties
In the context of the HNS, the safety properties are spec-
d over the three kinds of HNS objects in the object-
) o _ oriented model, considering potential hazards caused by the
_ Flgur_e 3 ShOW.S a spe(_:lflcat|on MQOk'ngPrepara objects. The safety properties are often written in the nat-
tionService , which was introduced in Section 1. The ural language, as shown in Table 1. In our previous work

specifi_cation says that this seryice uses five appliances —17] [16], we have defined the notion tifcal, global, and
a_ventllator, a gas system, a light, an oven, anq an elec'environmenlsafety properties for the HNS. Specifically,
tric kettle. The attributattr of each appliancapp is de-

Local Safety Property: A safety propertyp is called ao-
1The operator notation follows those of the C (or Java) language cal safety propertyff Ip is defined within a single appliance

The specification for HNS service can be specified in the
almost same way. In addition to the case of the appliance, Afie
service has a set of appliances used by the service.




SERVICE CookingPreparationService
APPLIANCES

vent . Ventilator; &
gas . GasSystem; &
~ . & xZ
light : Light; <&
oven : Oven;
kettle . ElectricKettle;

ATTRIBUTES

isWorking : {true, false} = false;

Requirement]
structure

METHODS
activation() { //activate the cooking preparation

PRE: isWorking==false;

POST: light.power==ON && gas.valve==OPEN &&
vent.power==ON && vent.windLevel==3 &&
oven.mode==PREHEAT && kettle.mode==BOILING &&
kettle.temperature==100

}
stop() { //shutdown the preparation

}
VTS Figure 4. Structure of HNS-HAM
Figure 3. Specification of CookingPrepare- Among the local, the global and the environment safety
tionService properties, we do not consider the environment property in

this paper. By definition, every environment property heav-
ily depends on the environmental factors, which cannot be
captured by the HNS model and specification. After all, the
problem is formulated as follows:

Input:

- (I) ASpec: a set of appliance specifications, and

- (I1) SSpec: a set of service specifications.

Output:

d inthe HNS. Typically/p is derived as a safety instruction
for usingd.

Global Safety Property: A safety propertyyp is called a
global safety propertyff gp is defined over multiple appli-
ancesly, ds, ..., d,,. Typically, gp is defined as a functional
(or non-functional) requirement of a HNS service that uses _ (a) LProp: a set of local safety properties,

di, o dn, simultaneously. _ ) - (b) Safe-ASpec: a set of (safe) appliance specifications,
Environment Safety Property: A safety propertyep IS \yhereSa fe-ASpec is a revision ofASpec with consider-
called anenvironment safety properiff ep is defined as ing LProp

the environmental or residential constraints, which exist in- _ (c) GProp: a set of global safety properties

dependently of any appliances or services. - (d) Safe-SSpec: a set of (safe) service specifications,
The safety validationis to verify if the target system  whereSa fe-SSpec is a revision ofSSpec with consider-

satisfies thegivensafety properties. The safety validation ing G Prop.

Wou_ld be implemented by some V&V techniqt_Jes, such as g achieve the goal, we condudbazard analysiswhich

testing [16], model checking [5], theorem proving, etc. No inyestigates potentially dangerous situations under the given

matter which approach is taken, the correctness and comyns. To perform the analysis efficiently, we propod¢NS

pleteness of the saft_aty properties are a key factor for thepgzarg analysis model (HNS-HAM, for shortYsing the

successful safety validation. HNS-HAM, we then derive the safety properties in a goal-
In our previous work, we assumed that all the safety oriented way.

properties arenanually giverby the analyst. Thus, how to

give correctand completeproperties is still an open issue,

although it is quite a challenging problem. 4 Proposed Method

4.1 HNS Hazard Analysis Model
3 Research Goal and Approach
We propose a unique hazard analysis model, call8-

The main problem in this paper is considering how to HAM, consisting of four levels of abstractions. Figure 4 de-
derive safety properties (such as the ones in Table 1) forpicts the overview of the proposed model. The model starts
given HNS specifications (in Figures 2 and 3), systemat- with abstract types of hazards (we chhzard contexjs
ically. Moreover, the derived safety properties should be which are independent of specific HNS configuration. The
reflected in the (original) specifications, so that the safety hazard contexts (Level 1) are refinedhazardous states
properties are explicitly considered at the design level. (Level 2), and then mapped to concretitributes (Level



Level 1
Hazard Context |

Level 2
Hazard State

Level 3

: Level 4
Object Attribute |
'

Object Method

. . O

' '
' '

' '

V| mode==BOILING

| 1

' '

H : setMode(enum mode)
! : mode=BOILING

' '

' '

' '

' '
' '
H Temperature H
! > 60°C H

'

The kettle is
in the boiling
mode
Hs1

'
|/ The water
temperatu BN
reis too @D
high ¥

In this example, the possible cause of the scald is char-
acterized by the AND composition of two states, “(HS1):
the water temperature is too high”, AND “(HS2): the lid is
opened”. In this example, HS1 is further decomposed into
two sub-states: “(HS11): the kettle is in the boiling mode”,
OR “(HS12): the temperature setting is above 60”. HS11,
HS12 and HS2 are atomic hazardous states.

The purpose of Level 2 is to map the general hazard con-

The
temperature
setting is

text into concrete causes in the HNS currently focused on.
In this level, we can see a condition under which the hazard
context is realized (in the natural language).

'

\| setTemperature(int temp)]
= 60°C

above 60°C temp >= 60

Hs2

'
'

'

'

'

'

:

h The lid is

! opened

'

Figure 5. HNS-HAM for ElectricKettle

openLid() J

(C) Level3: Object Attribute Level

This level encodes every atomic hazardous state defined in
Level 2, in a formal condition over attributes of a HNS ob-
ject. Since each hazardous state is somehow conceptual rep-
resentation, this level transforms the state into rigorous ex-

3) andmethodg(Level 4) of the HNS objects. The adja- pression in the HNS specification.

cent levels are linked bipogic relations The HNS-HAM . .
o . In Figure 5, a round-box node represents a condition
specifiescause-and-effect chaitj8] from the abstract haz- . , :
over attributes ofElectricKettle For instance, the

ard contexts to the concrete attributes and operations of theatomic hazardous state HS11 is encoded by an expression
HNS model. We explain the details of each level as follows. y P

mode==BOILING. In this level, the hazard context can be
captured in terms of as concrete attribute values of the HNS

(A) Levell: Hazard Context Level objects.

The top level of the HNS-HAM defines abstract types of
hazards to be considered in the hazard analysis, which we(D) Level4: Object Method Level
call hazard contexts Each hazard context must be inde-

pendent of the specific HNS instances. Typical hazard con-
texts for the HNS include burn, scald, explosion, gas poi-
soning, flood, deficiency of oxygen, noise, etc. The purpose
of Level 1 is to determine the scope of the hazard analysis.

Finally, this level identifies object methods that can trig-
ger the hazard context. More specifically, for each attribute
condition cond in Level 3, we find methodsn, mao, ...,

m, that can makeond true. These methods can be eas-
ily identified by investigating post-condition of the methods
defined in given HNS specifications. The purpose of this
level is to clarify operations that must be anticipated for the

For each hazard conteXtc defined in Level 1, this level safety assurance. ,

defines possible states in the given HNS, where the haz- In F'Q“fe 5. a node with brackets rep.resenFs a method

ardhe is realized. We call such dangerous statasardous of.EIectncKettIe . that makes a certain attribute con-

states In general, a hazard occurs due to several relateddltlon true.  For instance, we can see that executing

factors. Also a hazardous state can be composed of fineS€tMode(BOILING) - causes a conditiomode==BOILING,

grained sub-states. So we characterize a hazard cdntext as spemfled in the specification in Figure 2, and that the ex-

by several hazardous statks;, hss, ..., hs, connected ecution would be one factor causing scald.

by logical operaters (AND, OR, NOT). Moreover, a haz-

ardous statés; can be decomposed into several sub-states4-2  Constructing HNS-HAM

hs;1, ..., hs;,. For a hazardous state, if there is no more

sub-state into whichs is refined, we calhs anatomic haz- The HNS-HAM is constructed by the following proce-

ardous state dure. Note in the following that a HNS-HAM is constructed
Figure 5 shows an example of HNS-HAM investigating for every pair of a hazard contekt and a given specifica-

the hazard context “scald” withiBlectricKettle (let it tion spec.

be HC1). In the figure, a rectangle node represents a hazar&tep 1 (Definition of Hazard Contexts): Enumerate any

context, an oval node represents a hazardous states (othdrazard contexts that might occur in the given HNS. Since

nodes will be explained later). Each arrow from notléo this step requires no technical aspect of the HNS specifica-

B denotes a causal relationship tha fs caused byA”. tions, any stakeholders can join the analysis.

(B) Level2: Hazardous State Level



Step 2 (Elaboration of Hazard States):Pick up a spec-
ification spec from ASpec (or SSpec). For each hazard
contexthc, characterizé.c by some hazardous states within
the object ofspec. Then, decompose each hazardous state
into sub-states in a goal-oriented fashion until all atomic Making a negation, and applying the De Morgan’s and dis-
states are obtained, which completes Level 2. Step 2 is thefibution lows, we obtain

most important step that determines the quality of the HNS-

HAM. Participation of experts in safety engineering would

2, we get

frcer = (HS11v HS12) A HS2

be encouraged to improve the completeness.

Step 3 (Mapping into Attributes Conditions): Encode
each atomic hazardous stdte by a condition over object
attributes based aspec. This constructs Level 3. If there is
no attribute corresponding s, check ifhs can be further
decomposed. lfis is really atomic, then revisepec.

Step 4 (Obtaining Methods): For each attribute condition
cond, find methods irspec that makecond true, by consult-

ing the post-conditions of the methods. If the given specifi-

cation is consistent, this step is not difficult.

4.3 Deriving Safety Properties with HNS-
HAM

(HS11 — ~HS2) A (HS12 — —H52)
A(HS2 — —=HS11) A (HS2 — ~HS12)

Thus, we derived the following four safety properties for
ElectricKettle to prevent the scald from occurring.

(P1) HS11 — —HS2: When the kettle is in the boiling
mode, the lid must not be opened.

(P2) HS12 — —HS2: When the setting temperature is
higher than 60, the lid must not be opened.

(P3) HS2 — —HS11: When the lid is opened, the kettle
must not be in the boiling mode.

(P4) HS2 — —H S12: When the lid is opened, the temper-
ature setting must be below 60.

All of the above properties are quite reasonable as the
safety instructions of an electric kettle. Note that the prop-
erties P1-P4 are albcal safety propertigssince they are
closed within a single HNS appliance (i.e., Electric Kettle).

Suppose that a HNS-HAMam(o, hc) is constructed
with respect to a HNS object(defined byspec) and a haz-
ard contexthc. Now we derive the safety properties that
must be conformed by to preventhc from occurring. For
this, we use Levels 1 and 2 bfim (o, hc), extensively.

According to Levels 1 and 2 diam(o, hc), he is char-
acterized by a logical formul#,. consisting of atomic haz-
ardous states. If;. holds, then the hazarkk is realized.
Conversely, to prevenic from occurring, we have to as-
sure —f,. for all the time. Thus, we want to derive the
safety properties as a set of rulBs= {ry,rs,...,7n}, in-
terpreted as a conjunctiofif,, = ri Ara A ... Ary. Us-
ing theclausal normal forn{14] in the classical logic pro-
gramming, we can obtain such a get= {ry,...,r,} that

4.4 Updating HNS Specifications with
Derived Safety Properties

Based on the safety properties derived, we update the
original specification so that the safety properties are re-
flected. To achieve this, we use Levels 3 and 4 of HNS-
HAM extensively. Each safety property is a condition over
atomic hazardous states, and Level 3 specifies the corre-
ri=(PLA .. APp) — (Q1 V... VQ,), whereP, andQ, spondence between the atomic states and the object at-
are literals. tributes of the model. So each safety property can be en-

Based on the idea, we derive the safety properties from acded by a condition using attributes.
given HNS-HAM as follows. An encoded safety property can be specified agnan
variantin the specification, intended that the property must
hold all the time for the safety. Or, if the safety property is
encoded by attributes in the same appliance, we can specify
the property as pre/post-conditions of methods designated
by Level 4.

Let us update the specification BlectricKettle in
Figure 2, based on the HNS-HAM in Figure 5 and the safety
properties P1 to P4 derived in Section 4.3. First we take
(P1): HS11 — —HS2. According to Level 3 of the HNS-
HAM, (P1) is encoded to the following invariant over object
attributes.

Input: a HNS-HAM ham(o, he) constructed for a HNS
objecto and a hazard contexi.

Step 1: From Levels 1 and 2 diam(o, hc), derive a logical
formula f,. = f(hsu, ..., hs;) characterizing.c by atomic
hazardous statdss; (1 <i <1).

Step 2: Calculate—fj,...

Step 3: Convert—f;. into the clausal normal fornR =
{71, e, "}

Step 4: Define eachr; as a safety property.

Let us derive safety properties falectricKettle us-
ing the HNS-HAM in Figure 5. According to Level 1 and

INVARIANT:
mode==BOILING -> !(lid==OPEN)



To satisfy the above invariant, we can refine the specifi-  Lever1 | Level 2 Y Levels | Level 4
Cation Of method;etMOde() SO as tO Check the ||d StatUS Hazard Contexti Hazard State i Object Attribute i Object Method

T T I T

setMode(md) {
PRE: power==ON && lidI=OPEN; : e

POST: mode==md && lid!'=OPEN;

} HE1 ! .
Gas : i . i
The updated pre-condition says tlsatMode() can be - | gasfireon0 ]
executed only when the lid is closed. The post-condition P : :
means thatetMode() never opens the lid by its execu-

tion. Thus, the unexpected boiling operation when the lid is vent.powerort() }

opened can be avoided. Similarly, we can update the speci-
fications for P2, P3 and P4. ;

' '
' '
vent.power
' ==OFF '
' '
' '
' '
! [ vent.windLevel !
=0 '

'

vent.setWindLevel
(int wi)

ind Level o
ventilator is
on 0 level

4.5 Procedure of Proposed Method :

Finally, we sum up the proposed method against the Figure 6. HNS-HAM for CookingRrepara-
problem formulated in Section 3. If the proposed method tionService (Gas Poisoning)
is applied to a HNS appliance, the local safety properties
are derived (as seen in the kettle example). If applied to a

HNS service, the global safety property can be obtained. Figure 6 shows a HNS-HAM for this case study. As seen

in the model, the gas poisoning is caused by “(HS1) gas is
being used”, and “(HS2) air is not ventilated”. Each of these
states is further decomposed into two sub-states.

1. Define hazard contextsc, hes ... hes. From the HNS-HAM, we get

(A) Safety Analysis for HNS Appliance: For each appli-
anceapp specified inspec € ASpec,

2. For each hazard conteki;, construct a HNS-HAM frc1 = (HS11 A HS12) A (HS21V HS22)
ham(app, he;).
) ) Then, compute the negation
3. Derive safety propertiesy, pa, ..., pn, from ham(app,

he;). Putpy, ..., pp in LProp. —fuc1 = —(HS11AHS12)V (—~HS21 A —~HS22)
4. For all p;, updatespec. Put the resultanspec’ in = (HSIIAHSI12 — —HS21) A
Safe-ASpec. (HS11 A HS12 — —=HS22)
(B) Safety Analysis for HNS Service:For each serviceer From this, we obtain the following two safety properties:

specified inspec € SSpec,

(GP1) HS11 A HS12 — —H S21: When the gas valve is
opened and the fire is on, the ventilator must be turned on.
2. For each hazard context;, construct a HNS-HAM  (GP2) HS11 A HS12 — —H S22: When the gas valve is

1. Define hazard contexts:;, hcs ... heg.

ham(ser, he;). opened and the fire is on, the wind level of the ventilator
must not be 0.
3. Derive safety propertiespi, p2, ..., p, from — (GP3) HS21 — -HS11 Vv =HS12: When the ventilator
ham(ser, he;). Putpy , ..., pn in GProp. power is in off, the gas valve must not be opened or fire

must not be on.

(GP4) HS22 — —~HS11 VvV —~HS12: When the ventilator
wind level is 0, the gas valve must not be opened or fire
must not be on.

4. For all p;, updatespec. Put the resultanspec’ in
Safe-SSpec.

5. Case study

Note that these properties are global safety properties,
As a case study, this section demonstrates analysis ofince these are specified over different appliances (i.e., the
CookingPreparationService , introduced in Section 1  gas valve and the ventilator). Using Levels 3 and 4 of the
and specified in Figure 3. Since this service uses a gas sysHNS-HAM, GP1 and GP2 are translated as the invariants in
tem, so let us consider a hazard context, “gas poisoning”. the specification.



INVARIANTS
(gas.valve==OPEN && gas.fire==ON
-> vent.power!l=OFF) && //for GP1
(gas.valve==OPEN && gas.fire==ON
-> vent.windLevel!=0) /lfor GP2

6 Discussion
6.1 Summary and Future Work

In this paper, we have presented a method of deriving
safety properties and specifications in the domain of the

engineeringp], which tries to find system requirements in

a goal-oriented way. In this area, there is also a language
called GRL [1] for the goal-oriented requirement analysis.
Basically they are usually applied in the requirements stage
where no design specification is developed yet. On the other
hand, our problem setting is to find the non-functional re-
guirements (i.e., safety), in the design and validation phase,
assuming that the functional specifications of the HNS are
available.
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