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Abstract

The recent ubiquitous/pervasive technologies allow general household appliances to be
connected within the network at home. The home network system (HNS, for short) is
comprised of such networked appliances to provide various services and applications for
home users. The great advantage of HNS lies in integrating (or orchestrating) features of
multiple appliances, which yields more value-added and powerful services. We call such
services HNS integrated services. In developing and providing a HNS integrated service, the
service provider must guarantee that the service is safe for inhabitants, house properties and
their surrounding environment. As for the HNS integrated services, however, we have to
consider the safety much more carefully. This paper presents a systematic method that can
derive the verifiable safety properties from a given HNS model and hazard contexts.
Specifically, we propose the HNS Hazard Analysis Model (HNS-HAM) for deriving safety
properties with conducting a goal-oriented analysis. The analysis yields cause-and-effect
chains from the abstract hazard contexts to the concrete attributes and operations of HNS
objects (appliances, services, and environment). Then the safety properties and their
responsible operations are derived from the complete model, which give the strong rationale
of the safety of the HNS. On the other hand, to make the proposed method more practical, it is
necessary to save the analysis cost while appliances and services in the HNS are added or
changed. For this, we have also proposed the notion of the hazard template, which
characterizes the generic portion of the HNS-HAM. For every hazard context, the hazard
template is supposed to be constructed once by the safety experts. The template can be reused
for various kinds of the HNS objects for the common hazard context. The reusable templates
make it possible to save the analysis cost and improve the quality of the HNS-HAM.

Keywords: home network system, safety properties, Hazard Analysis Model, cause-and-effect chains, hazard
template

1. Introduction

The recent ubiquitous/pervasive technologies allow general household appliances to be
connected within the network at home. The home network system (HNS, for short) is
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comprised of such networked appliances to provide various services and applications for
home users. The great advantage of HNS lies in integrating (or orchestrating) features of
multiple appliances, which yields more value-added and powerful services. We call such
services HNS integrated services. For each integrated services of the HNS, it is usually
implemented as a software application (i.e., program), which automatically controls multiple
appliances through the network.

For instance, let us consider a service, say CookingPreparationService. This service
automatically sets up the kitchen and related appliances for preparing for cooking, within just
a single user’s operation. When requested, the kitchen light is turned on, the gas-valve is
opened, the ventilator is turned on, and the kettle is turned on in a boiling mode 0. In
developing and providing such HNS services, the service provider must guarantee safety of
the services. In the conventional (non-networked) home appliances, the safety has been
assured manually by the human user, by means of safety instructions 0 described in the user’s
manual. However, in the HNS the safety must be assured in the software applications. Despite
its importance, the safety issues within the HNS have not been studied well.

In general, the safety issues are usually considered at online stage or offline stage. Online
stage always proposes a method for watching and preventing the system into the hazard state
or considering what measures should be took for decreasing the damage after the accident
happened. Offline stage always proposes a method for supporting how to design a safe
specification for a system. For our proposal, we consider the safety issues on the offline stage
and want to propose a systemic method for helping the designers design a safe HNS
specification.

In our previous work 0 0, we propose a novel framework for the safety, consisting of the
following two contributions. The first contribution is to propose a method for validating the
safety for HNS 0. First, we proposed Object-Oriented Model and specification language for
describing HNS. Based on this model, we also defined three kinds of safety properties for
HNS integrated services with considering the nature of the HNS and integrated services. They
are (1) local safety properties which is the safety to be ensured by the safety instructions of
individual appliances, (2) global safety properties which is specified over multiple appliances
as required properties of an integrated service, and (3) environment safety properties which is
prescribed as residential rules in the home and surrounding environment. Finally, we
proposed a method for validating the three kinds of safety property with using the technique
of DbC (Design by Contract) and JML (Java Modeling Language). The key idea is that we
consider three kinds of safety property as contract and define them in the specification of the
HNS between a provider and a consumer of an HNS object. Following this specification, the
safety contracts are embedded in Java source code of the appliance (service, or home,
respectively) objects with JML, then the safety properties can be validated through testing
using related testing tools.

The second contribution is to propose a requirement-engineering approach 0 that can
systematically derive the verifiable safety properties from a given HNS model and hazard
contexts. Specifically, we first define a hazard analysis model for the HNS consisting of four
levels of abstractions: (1) hazard context level, (2) hazardous state level, (3) object attribute
level and (4) object method level. For a given HNS model and the hazard context, we then
conduct a goal-oriented analysis to specify logical relations between the adjacent abstraction
levels. The analysis yields cause-and-effect chains from the abstract hazard contexts to the
concrete attributes and operations of HNS objects. Finally, the safety properties and their
responsible operations are derived from the complete model, which give the strong rationale
of the safety of the HNS. Table 1 shows examples of the derived safety properties related to
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HNS.
Table 1. Examples of safety properties for HNS
Safety Type Safety Property
L1 : Do not open the lid while the water is boiling or there is a risk of scald (for
Local .
ElectricKettle).
L2 : Make sure that the lid was closed before boiling water (for ElectricKettle).
G1 : While the gas valve is opened, the ventilator must be turned on (for
Global CookingPreparationService).
G2 : Do not change the temperature above 45 degree while the shower is open (for
ShowerService).
. E1 : The total amount of current used simultaneously must not exceed 30A.
Environment

E2 : Do not make loud voice or sound after 9 p.m.

However, the proposed methods in our previous work can derive and validate derived
safety properties for a given HNS specification, systematically. The drawback of the
requirement-engineering approach is that the construction of HNS-HAM poses not a little cost
even for a single instance of the HNS. If appliances and services in the HNS are added or
changed, the expensive analysis has to be performed again for the new configuration,
basically. To make the proposed method more practical, it is necessary to save the analysis
cost. To cope with this problem, this paper presents a hazard template to reuse the existing
hazard analysis model for various instances of the hazard context.

2. Preliminaries

2.1. Object-Oriented model for HNS

A HNS consists of one or more networked appliances connected to a LAN at home. In
general, each appliance has a set of application program interfaces (APIs), by which the users
or external software agents can control the appliance via the network. A HNS typically has a
home server, which manages all the appliances in the HNS. Services and applications are
installed on the home server. A HNS service provides a sophisticated and value-added service
by using multiple appliances together. The HNS service is implemented as a software
application that invokes the APIs of the appliances. The appliances and services are deployed
in a home, which is characterized by environmental attributes (e.g., temperature, humidity,
brightness, current, sound, space).

To understand the HNS well, we proposed an object-oriented model for the HNS 0 0,
which can be represented by a UML class diagram in Figure 1. The model consists of three
kinds of objects (classes): Appliance, Service, and Home. These classes have relationships
such that (a) a Home has multiple Appliances, (b) a Home has multiple Services, and (c) a
Service uses multiple Appliances. Every object consists of attributes and methods. These
models reasonably characterize the structure of the HNS.

For every object in the model, the attributes characterize the (internal) state of the object,
while the methods represent operations (i.e., APIs) of the object. Executing a method may
refer or update the values of some attributes. For instance, for an object ElectricKettle, the
method switchOn() updates the value of the attribute isWorking to true. Similarly openLid()
updates the value of lid to OPEN.
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Air-Conditioner Light Ventilator WaterValve CookingPreparationService
~requiredTemperature -brightness -windLevel -valve Hlight : Light
-currentTemperature -isWorking -isWorking -waterVolume -vent : Ventilator
-mode [+switchOn() [+switchOn() +open() rgas : GasSystem
-windLevel +switchOFH() +switchOFH() +close() -kettle : ElectricKettle
risWorking +setBrightnessLevel() | [+setWindLevel() +setWaterVolume() | [brightness
+switchOn() +getBrightness() +upWindLevel() +getValve() FwindLevel
+switch OF() +getWorkingStatus() | |+downWindLevel() +getWaterVolume() | [fireLevel
+setRequiredTemperature() +getWindLevel() Fmode
+upRequiredTemperature() +getWorkingStatus() +activation()
+downRequiredTemperature() 1 +stop()
+setWindLevel() 47 Homa -setLightBrightness()
+checkCurrentTemperature() Appliance — -setWindLevel()
+getRequiredT e() = - -setFireLevel()
+getCurrentTemperature() EaWsHHon IR nSass +getEi q )] |-setKettieMode()
+getWindLevel() +on()
+getMode() +off() Service
+getWorkingStatus() EASIECWEr] -serviceNumber

<<USES>>——FisWorking K—
| | +getServiceNumber()
+getWorkingStatus()

HotWaterSystem ElectricKettle —
IbathWaterTemperature [temperature BathPreparationService
-showerWaterTemperature -lid -hotWaterSys : HotWaterSystem
-showerValve l-mode GasSystem -bathLight : Light
-bathShower FisWorking -isWorking -bathAirCon : AirConditioner
-isWorking itchOn() -fireLevel -bathWaterTem
+openShower() +switchOfH() -valve -bathRoomBrightness
+closeShower() +openLid() L+fireOn() -bathAirConWind
+openBath() +closeLid() L fire OFf() -bathAirConTem
+closeBath() +setMode() LsetFireLevel() +activation()
+setTemperatureforShower() +setTemperature() LopenGasValve() +stop()
+setTemperatureforBath() +getLid() kcloseGasValve() -setBathWaterTemperature()
+getShowerWaterTemperature() +getMode() LgetFireLevel() -setBathRoomLightBrightness()
+getBathWaterTemperature() +getTemperature() LgetGasValve() -setBathRoomAirConTemperature()
+getWorkingStatus() +getWorkingStatus() LgetWorkingStatus() -setBathRoomAirConWindLevel()

Figure 1. Object-oriented model of HNS

APPLIANCE ElectricKettle EXTENDS Appliance

ATTRIBUTES
isWorking : {true, false} = false;
mode : {IDLE, BOILING, WARMING} = IDLE;
lid : {OPEN, CLOSE} = CLOSE;
temperature : {30,40,50,60,70,80,90,100} = 40;

METHODS
switchOn() { PRE: power == ON && isWorking == false; POST: isWorking == true; }
switchOff() { PRE: power == ON && isWorking == true; POST: isWorking == false; }
openLid()  { PRE: power == ON && lid == CLOSE; POST: lid == OPEN; }
closeLid()  { PRE: power == ON && lid == OPEN; POST: lid == CLOSE; }
setMode(md) { PRE: power == ON; POST: mode == md; }
setTemperature(tem){ PRE: power == ON; POST: temperature == tem; }
getLid() { PRE: power == ON; POST: ReturnValve == lid; }
getMode()  { PRE: power == ON; POST: ReturnValve == mode; }

getTemperature() { PRE: power == ON;
getWorkingStatus(){ PRE: power == ON;

INVARIANTS
true;

POST: ReturnValve == temperature; }

POST: ReturnValve == isWorking; }
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2.2 Specification for describing appliance and service

To capture the given HNS model more clearly, we proposed a language for describing the
specification of the HNS. The language is originally defined in our previous research 00 0, so
full definition can be referred to the papers. Since the language aims to specify the appliance
and the service models at the design (or requirements) level, no implementation-specific
information is contained.

2.2.1 Appliance: As mentioned in Section 2.1, every appliance is characterized as an
object consisting of attributes and methods. Figure 2 represents a specification of an electric
kettle. This specification says that the object ElectricKettle has four attributes and ten
methods.

Each attribute is defined by associated type and initial value. In our language, integer (with
allowable values), boolean, or enumerated type can be used. For instance, lid can take two
values OPEN or CLOSE, which is initialized to CLOSE. The attribute temperature holds a
temperature setting value, to which the kettle warms up the water.

Each method in the specification is simply characterized by a pair of logical formula over
the attributes, namely, pre-condition and post-condition. The pre-condition of a method is a
guard condition that must be satisfied before the method is executed. On the other hand, the
post-condition is a resultant condition that must be satisfied after the method is executed. In
our model, ordinary comparison and logical operators (==, |=, >, >= < <=, &&, |, !)1 are
used. For instance, let us take openLid() method in Figure 2. To execute openLid(), the lid
must be closed and the power must be on. After executing the method, the lid will be opened.
The method setMode() takes a formal parameter md, intended that the working mode will be
updated to the given md in the post-condition. Our specification language also can specify
invariants. The invariant is a condition that must be satisfied all the time no matter which
method is executed. In Figure 2, no specific invariant is given.

2.2.2 Service: The specification for HNS service can be specified in the almost same way.
In addition to the case of the appliance, a service has a set of appliances used by the service.

Figure 3 shows a specification of CookingPreparationService, which was introduced in
Section 1. The specification says that this service uses four appliances: a ventilator, a gas
system, a light and an electric kettle. The attribute attr of each appliance app is denoted by
app.attr. As specified in the post condition of activation(), when the service is activated, the
light is turned on, gas valve is opened, ventilator is turned on, and kettle is turned to the
boiling mode.

2.3 The proposal for safety property validation

An appliance (or a service) in the HNS is called safe, iff the appliance (or the service,
respectively) is free from any condition that can cause (a) injury or death to home users and
neighbors, or (b) damage to or loss of home equipments and the surrounding environment.
However, it is generally quite difficult to achieve 100% safety in any system. Hence, the
safety is often evaluated by means of risk. To assure the safety to a considerable extent, a set
of conditions or guidelines minimizing the risk are considered 0. These conditions are so-
called safety properties.

1. The operator notation follows those of the C (or Java) language
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SERVICE CookingPreparationService EXTENDS Service
APPLIANCES
vent : Ventilator;
gas : GasSystem,;
light : Light;
kettle : ElectricKettle;
ATTRIBUTES
Brightness : {SOFT, MID, STRONG} = SOFT;
windLevel :{0,1,2,3}=1;
fireLevel : {ZERO, SOFT, MID, STRONG} = ZERO;
mode : {IDLE, BOILING, WARMING} = IDEL;
METHODS
activation() { //activate the cooking preparation

PRE: service.isWorking == false;

POST: light.power==ON && light.brightness==brightness && light.isWorking==true &&
gas.power=—0ON && gas.valve==OPEN & & gas.fireLevel==fireLevel &&
gas.isWorking==true && vent.power—=0ON && vent.windLevel==windLevel &&
vent.isWorking==true && kettle.powervON && kettle. mode==workingMode &&
kettle.isWorking==true && service.isWorking==true;

}
stop() { //shutdown the preparation

PRE: service.isWorking==true;

POST: light.isWorking==false && light.power==OFF && gas.valve==CLOSE &&
gas.isWorking==false && gas.power==OFF && vent.isWorking==false &&
vent.power==0FF && kettle.isWorking==false && kettle.power==OFF &&
service.isWorking==false;

}

setLightBrightness(lb){ PRE: service.isWorking==false; POST: brightness==Ib; }
setWindLevel(wl) { PRE: service.isWorking==fasle; POST: windLevel==wl; }
setFireLevel(fl) { PRE: service.isWorking==false; POST: fireLevel==fl; }

setKettleMode(wm) { PRE: service.isWorking==false; POST: mode==wm; }
INVARIANTS
true;

Figure 3. Specification of Cooking Preparation Service

In the context of the HNS, the safety properties are specified over the three kinds of HNS
objects in the object-oriented model, considering potential hazards caused by the objects. The
safety properties are often written in the natural language, as shown in Table 1. In our
previous work 00, we have defined the notion of local, global, and environment safety
properties for the HNS.

Local Safety Property: A safety property Ip is called a local safety property iff Ip is
defined within a single appliance d in the HNS. Typically, Ip is derived as a safety instruction
for using d.

Global Safety Property: A safety property gp is called a global safety property iff gp is
defined over multiple appliances di, d», ..., d,. Typically, gp is defined as a functional (or non-
functional) requirement of a HNS service that uses dy, ..., d,, simultaneously.

Environment Safety Property: A safety property ep is called an environment safety

property iff ep is defined as the environmental or residential constraints, which exist
independently of any appliances or services.
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We also have proposed a method for validating the safety properties of HNS. The key idea
of our method is to cope with the safety validation problem by first describing LocalProp(s),
GlobalProp(s) and EnvProp as the DbC contracts, and then embedding them into the
proposed object oriented model. For a given program, the DbC describes properties,
conditions and invariants as a set of contracts between calling and callee objects. The
contracts are verified during the runtime of the program under testing. During the execution,
if a contract is broken, an exception is thrown or an error is reported. Thus, if we could
successfully represent the safety properties as DbC contracts among the HNS objects, then the
safety validation problem can be reduced to the testing of the HNS implementations. The
detail can be referred to the papers 0.
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LEVEL1: Hazard Context Level —
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Logic Relation

LEVEL2: Hazardous State Level A

/ Logic Relation

‘ LEVELS: Object Attribute Level A

Requirement
structure

Logic Relation

LEVEL4: object Method Level

Figure 4. Structure of HNS-HAM

2.4 Requirement engineering approach for deriving safety properties

The safety validation is to verify if the target system satisfies the given safety properties.
The safety validation would be implemented by some V&V techniques, such as testing 0,
model checking 0, theorem proving, etc. No matter which approach is taken, the correctness
and completeness of the safety properties are a key factor for the successful safety validation.
If a safety property is not correctly specified, then the validation process yields a wrong
verdict. If a critical safety property is overlooked, then the validation process ignores serious
accidents in the HNS. If a safety property is quite irrelevant to the given HNS model, we
should not put it into the expensive validation process. For this, we proposed a requirement-
engineering approach for conducting a hazard analysis, which investigates potentially
dangerous situations under the given HNS. To perform the analysis efficiently, we propose a
HNS hazard analysis model (HNS-HAM, for short). Using the HNS-HAM, we then derive the
safety properties in a goal-oriented way. Moreover, the derived safety properties should be
reflected in the (original) specifications, so that the safety properties are explicitly considered
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at the design level. “The proposal is formulated as follows:
Input:
- (I) ASpec: a set of appliance specifications.
- (IT) SSpec: a set of service specifications.
Output:
- (a) LProp: a set of local safety properties.
- (b) Safe-ASpec: a set of (safe) appliance specifications, where Safe-ASpec is a revision
of ASpec with considering LProp.
- (c) GProp: a set of global safety properties.
- (d) Safe-SSpec: a set of (safe) service specifications, where Safe-SSpec is a revision of
SSpec with considering GProp.?

2.4.1 HNS hazard analysis model: The hazard analysis model consisting of four levels of
abstractions which in order to conduct the hazard analysis of the HNS. Figure 4 depicts the
overview of the proposed model.

(A) Levell: Hazard Context Level

The top level of the HNS-HAM defines abstract types of hazards to be considered in the
hazard analysis, which we call hazard contexts. Each hazard context must be independent of
the specific HNS instances. Typical hazard contexts for the HNS include burn, scald,
explosion, gas poisoning, flood, deficiency of oxygen, noise, etc. The purpose of Level 1 is to
determine the scope of the hazard analysis.

(B) Level2: Hazardous State Level

For each hazard context hc defined in Level 1, this level defines possible states in the given
HNS, where the hazard hc is realized. We call such dangerous states hazardous states. In
general, a hazard occurs due to several related factors. Also a hazardous state can be
composed of fine-grained sub-states. So we characterize a hazard context hc by several
hazardous states hs;, hs,, ..., hsn connected by logical operators (AND, OR, NOT). Moreover,
a hazardous state hs; can be decomposed into several sub-states hs;;... hsj. For a hazardous
state hs, if there is no more sub-state into which hs is refined, we call hs an atomic hazardous
state. The purpose of Level 2 is to map the general hazard context into concrete causes in the
HNS currently focused on. In this level, we can see a condition under which the hazard
context is realized (in the natural language).

(C) Level3: Object Attribute Level

This level encodes every atomic hazardous state defined in Level 2, in a formal condition
over attributes of a HNS object. Since each hazardous state is somehow conceptual
representation, this level transforms the state into rigorous expression in the HNS
specification.

(D) Level4: Object Method Level

Finally, this level identifies object methods that can trigger the hazard context. More
specifically, for each attribute condition cond in Level 3, we find methods m;, m,, ..., m; that
can make cond true. These methods can be easily identified by investigating post-condition of

2. Among the local, the global and the environment safety properties, we do not consider the environment property
in this paper. By definition, every environment property heavily depends on the environmental factors, which
cannot be captured by the HNS model and specification.
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the methods defined in given HNS specifications. The purpose of this level is to clarify
operations that must be anticipated for the safety assurance.

Let us to see an example for how to construct HNS-HAM for the hazard context “scald by
using kettle” within Electric Kettle (let it be HC1). In the Figure 5 , a rectangle node
represents a hazard context, an oval node represents a hazardous state (other nodes will be
explained later), a round-box node represents a condition over attributes of ElectricKettle, and
a node with brackets represents a method of ElectricKettle that makes a certain attribute
condition true. Each arrow from node A to B denotes a causal relationship that “B is caused by
A”.

' ) |
Level 1 H Level 2 i Level 3 1 Level 4

Hazard Context | Hazardous State \ Object Attribute | Object Method
------------------- B o e e e e e e e e e e e e e e e e e e e e e M mm e e e e
HE1 he kettle i setMode
isin the | (String mode)
Scald by boiling | mode=BOILING
using kettle mode |

mode==BOILING [+

temperature
is very high

The
temperatur
e setting is
above 60°

temperature E
= 60°C i

E setTemperature
i (int temp)
' temp >= 60°C

hot water
could be
touched by
hurman
users

The lid is
opened

water
could be
touched

openLid() ]

water is in
the kettle

no function available ]

Figure 5. HNS-HAM for ElectricKettle

In this example, the possible cause of the scald is characterized by the hazard state “(HS1):
hot water could be touched by human users”. Moreover, the hazard state (HSI) is
characterized the AND composition of two states, “(HS1-1): water temperature is very high”
AND “(HS1-2): water could be touched”. Moreover, “HS1-1” and “HS1-2” can be further
decomposed into sub-states.

For “HS1-17, it is characterized the OR composition of “(HS1-1-1): the kettle is in the
boiling mode” OR “(HS1-1-2): the temperature setting is above 60”. For “HS1-2”, it is
characterized the AND composition of “(HS1-2-1): the lid is opened” AND “(HS1-2-2):
water is in the kettle”. HS1-1-1, HS1-1-2, HS1-2-1 and HS1-2-2 are atomic hazardous states.
For one of the atomic hazardous state HS1-1-1 is encoded by an expression
mode==BOILING, and the method setMode(BOILING) can causes a condition
mode==BOILING with executing, as specified in the specification in Figure 2 , and that the
execution would be one factor causing scald. Just by this thinking, we constructed the HNS-
HAM for the “scald by using kettle” within ElectricKettle (see Figure 5).
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2.4.2 Deriving safety properties with HNS-HAM: After we constructed the HNS-HAM,
we should to derive the safety properties with this model. Let us to suppose that a HNS-HAM
ham(o, hc) is constructed with respect to a HNS object 0 (defined by spec) and a hazard
context hc. Now we derive the safety properties that must be conformed by 0 to prevent hc
from occurring. For this, we use Levels 1 and 2 of ham(o, hc),extensively.

According to Levels 1 and 2 of ham(o, hc), hc is characterized by a logical formula fi,
consisting of atomic hazardous states. If fi,. holds, then the hazard hc is realized. Conversely,
to prevent hc from occurring, we have to assure — fy for all the time. Thus, we want to derive
the safety properties as a set of rules R = {ry, Iy, ..., I}, interpreted as a conjunction — . =1y
A I A ... A I Using the clausal normal form 0 in the classical logic programming, we can
obtain such a set R = {ry, ..., rp} that r; = (Py A ... A Pp) = (Q1 Vv ... vQp), where Py and
Qy are literals. Based on the idea, we derive the safety properties from a given HNS-HAM as
follows.

Input: a HNS-HAM ham(o, hc) constructed for a HNS object 0 and a hazard context hc.

Step 1: From Levels 1 and 2 of ham(o, hc), derive a logical formula fy. = f(hsy, ..., hs)
characterizing hc by atomic hazardous states hs; (1< i <I).

Step 2: Calculate — fi.

Step 3: Convert — fi. into the clausal normal form R ={ry, ..., n}.

Step 4: Define each r; as a safety property.

Let us derive safety properties for ElectricKettle using the HNS-HAM in Figure 5.

According to Level 1 and Level2, we get
fucy = HS1-1 A HS1-2=(HS1-1-1 v HS1-1-2) A (HS1-2-1 A HS1-2-2)
Since there is no function for HS1-2-2 in specification, we need not consider HS1-2-2 here,
then
fucr = (HS1-1-1 v HS1-1-2) A HS1-2-1
Making a negation, and applying the De Morgan’s and distribution lows, we obtain
—fyc1 = =HS1-1-1 A =HS1-1-2 v — HS1-2-1
= (HS1-1-1 -» —HS1-2-1)A (HS1-1-2 - —HS1-2-1)
A (HS1-2-1 - —HSI1-1-1) A (HS1-2-1 - —HSI1-1-2)

Thus, we derived the following four safety properties for ElectricKettle to prevent the scald
from occurring.
(P1) HS1-1-1 > —HS1-2-1: When the kettle is in the boiling mode, the lid must not be
opened.
(P2) HS1-1-2 =& — HS1-2-1: When the setting temperature is higher than 60, the lid must
not be opened.
(P3) HS1-2-1 = — HSI1-1-1: When the lid is opened, the kettle must not be in the boiling
mode.
(P4) HS1-2-1 — — HS1-1-2: When the lid is opened, the temperature setting must be below
60.

All of the above properties are quite reasonable as the safety instructions of an electric
kettle. Note that the properties P1-P4 are all local safety properties, since they are closed
within a single HNS appliance (i.e., Electric Kettle).

2.4.3 Updating HNS specifications with derived safety properties: Based on the safety
properties derived, we update the original specification so that the safety properties are
reflected. To achieve this, we use Levels 3 and 4 of HNS-HAM extensively. Each safety
property is a condition over atomic hazardous states, and Level 3 specifies the
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correspondence between the atomic states and the object attributes of the model. So each
safety property can be encoded by a condition using attributes.

An encoded safety property can be specified as an invariant in the specification, intended
that the property must hold all the time for the safety. Or, if the safety property is encoded by
attributes in the same appliance, we can specify the property as pre/post-conditions of
methods designated by Level 4.

Let us update the specification of ElectricKettle in Figure 2, based on the HNS-HAM in
Figure 5 and the safety properties P1 to P4 derived in Section 2.4.2. First we take (P1): HS1-
1-1 — —HSI-2-1. According to Level 3 of the HNS-HAM, (P1) is encoded to the following
invariant over object attributes.

INVARIANT: Mode == BOILING — !(lid == OPEN)

System Part of Hazard Analysis

Conceptual Part of Hazard Analysis

Hazard Analysis Model for HNS

Template for General Hazard Context

A LEVEL1 ‘
Hazard Context Level

LEVEL1
General Hazard Context e

LEVEL2
eneral Hazardous State Level

LEVEL3
Object Attribute Level

Caused by [ LEVEL4 ]

Object Method Level

1 Realized by

Figure 6. Structure and relation between hazard template and HNS-HAM

To satisfy the above invariant, we can refine the specification of method setMode() so as to
check the lid status.

SetMode (md) {
PRE: power==ON && lid! ==OPEN;
POST: mode==md && lid! ==0OPEN;
§

The updated pre-condition says that setMode() can be executed only when the lid is closed.
The post-condition means that setMode() never opens the lid by its execution. Thus, the
unexpected boiling operation when the lid is opened can be avoided. Similarly, we can update
the specifications for P2, P3 and P4.
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3. Improving reusability of HNS-HAM with hazard template

Since here, we can understand that the proposed method with the HNS-HAM can
derive safety properties for a given HNS specification, systematically. The drawback is
that the construction of the HNS-HAM poses not a little cost even for a single instance
of the HNS. If appliances and services in the HNS are added or changed, the expensive
analysis has to be performed again for the new configuration, basically. To make the
proposed method more practical, it is necessary to save the analysis cost. To cope with
the problem, we try to reuse the existing hazard analysis model for various instances of
the HNS.

Leveld E Level 2
General Hazard Context General Hazardous State

____________________________________________________________________________________________________

GHC1

Hot water could
be touched by
human users

GHS1-1-2

Water is accessible

Figure 7. Hazard template for scald

3.1. Hazard template for HNS-HAM

Based on the analysis of HNS-HAM, we can understand that the most expensive (but
essential) part of the proposed method is in the construction of Level 2. In the HNS-HAM,
Level 1 deals with the quite general context, where as Level 3 is quite specific to the given
HNS instance. Level 2 plays a role of bridge between general and specific notions, which
complicates the issue.

Our key idea is to find, within the Level 2, generic hazardous states that are independent of
specific HNS configuration, and then to extract the generic portion as hazard template to be
reused.

Figure 6 shows the relationship between the hazard template and the HNS-HAM. The
hazard template has two levels of abstraction, where a general hazard context is explained by
general hazardous states. Within the template, these two levels are linked by the “caused-by”
relation (denoted by solid arrows), as in the original HNS-HAM. Then, the Levels 1 and 2 of
the template are respectively linked to those of the HNS-HAM by the “realized-by” relation
(depicted by dotted arrows).

Let us recall the example of the scald in Figure 5. If we consider the causes of the scald
from the most general viewpoint, the following condition appears:

(GHS1-1:) Hot water can be touched by a human user.

GHS1-1 is further decomposed into the following two conditions.

(GHS1-1-1:) Water temperature is high.
(GHS1-1-2:) Water is accessible.
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These conditions can be represented as a HNS-HAM shown in Figure 7. Here we should
note that the model contains general hazardous states independent of any specific appliances
or services. Therefore, we use the model as a hazard template for analyzing the scald.

For a given HNS specification, the hazard template is refined into concrete hazardous states
according to the specification. Since the template can be reused for any HNS appliances or
services, the cost for constructing Level 2 is significantly reduced.

For instance, the template in Figure 7 can be used for constructing the HNS-HAM in Figure 5,
whose context is “scald by using ElectricKettle”. In the construction, GHS1-1-1 is realized by
concrete states HS1-1 connected by HS1-1-1 or HS1-1-2, in accordance with the specific
context of ElectricKettle. Similarly, GHS1-1-2 is realized by HS1-2 connected by HS1-2-1
and HS1-2-2. Thus, we can see that the structure of the hazard template is inherited in the
HNS-HAM.

Level 1 i Level 2 ' Level 3 i Level 4
Hazard Context | Hazardous State ' Object Attribute | Object Method
___________________________________________________________________ (ISR s g oy R Apdipuyls S
: Shower i 3
HE1 ' valve is showerValve i openShower
E - HS1-1-2 opened == OPEN i Valve( )
Scald by : HS1-1-1 ;
using hot H Shower water i i . at
water system | | temperature is s1-1-2-1 ! Shower ! sellemperaturs
: high Shower '~ WaterTemperature [+ FE;??::;”
_________________ temperature 1 =40
hot water could r:ng 40 H temp > 40
be touched by
human users H Shower 1 setTemperature
hot wate: Shower function) HS1-122 WaterTemperature [+ ForShower
ot water Shower f Is changed i (int tem)
could be temperature ! |
touched by s changed ! |
human /SN o e T e b s e me
users | !
HS1-2 bath : '
HS1 i i
hot water could (G ) Bath 1| setTemperature
be touched by ing >60 : WaterTen;nperature : ForBath
human users HS1-2-1-1 : > 3 l(inl tel'rla'_lO
(bath function ! emp =
HS1-2-1-2 ;
bath water bath ' Bath i
temperature temperature | WaterTemperature ! setTemperature
is high s changed H is changed ! ForBathr
1 | (int tem)
1 i
HS1-21 HS1-2-2 H 3
' bathValve i openBath
bath valve

Figure 8. HNS-HAM for HotWaterSystem (scald)

We assume that every hazard template is constructed carefully by experts in the safety
engineering. Once good templates are obtained for various hazard contexts, the cost for
constructing concrete HNS-HAMs will be significantly reduced. Moreover, the derived HNS-
HAMSs will be more reliable and consistent.

4. Case study

As a case study, this section demonstrates analysis of HotWaterSystem with reusing
the template shown in Figure 7. Since this appliance is hot water system, so let us
consider a hazard context, “scald by using hot water system”. Figure 8 shows the HNS-
HAM for this case study.

As seen in the model, the template in Figure 7 can be used for constructing the HNS-HAM
in Figure 8, whose context is “(HC1): scald by using hot water system”. In the construction,
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the hot water system has two functions for shower and bath, so “(GHS1-1-1): Water
temperature is high” is realized by concrete states HS1-1-2 or HS1-2-1 and “(GHSI1-1-2):
Water is accessible” is realized by concrete states HS1-1-1 or HS1-2-2.

It means that the generate states “(GHS1-1-1): Water temperature is high” can be realized
by using the hot water system while this appliance is in the “(HS1-1-2): Shower water
temperature is high” state or in the “(HS1-2-1): Bath water temperature is high” state. The
generate states “(GHS1-1-2): Water is accessible” can be realized by using the hot water
system while this appliance is in the “(HS1-1-1): Shower valve is opened” state or in the
“(HS1-2-2): Bath valve is opened” state. Based on the specification of this appliance, the
possible cause of HS1-1-2 was characterized by two atomic sub-states:

“(HS1-1-2-1): Shower temperature setting > 40” OR
“(HS1-1-2-2): Shower temperature is changed”.

The possible cause of HS1-2-1 was characterized by two atomic sub-states:
“(HS1-2-1-1): Bath temperature setting > 60” OR
“(HS1-2-1-2): Bath temperature is changed”.

Since here, each of these states can not be further decomposed into other sub-states and the
HNS-HAM for Figure 8 is completed with above analysis.

From the HNS-HAM of Figure 8, we get
(1) fuci=HSI1-1-1 A (HS1-1-2-1 v HS1-1-2-2) or
(2) fyci=HS1-2-2 A (HS1-2-1-1 v HS1-2-1-2)

Then, compute the negation for formula (1)
— fyc1 = = HS1-1-1 v (=HS1-1-2-1 A =HS1-1-2-2)
= (HS1-1-1 > —HS1-1-2-1) A (HS1-1-1 =& —HSI-1-2-2) A
(HS1-1-2-1 - —HSI1-1-1) A (HS1-1-2-2 - —HS1-1-1)

Compute the negation for formula (2)
- fHCl = —HS1-2-2 v (—|HSI-2—1—1 A\ —|HSI-2-1-2)
=(HS1-2-2 - —HI1-2-1-1) A (HS1-2-2 - —HS1-2-1-2) A
(HS1-2-1-1 > —HS1-2-2) A (HS1-2-1-2 - —HS1-2-2)

From this, we obtain the following four safety logical formulas:

(P5) HS1-1-1 - — HS1-1-2-1: While the shower valve is opened, the shower water
temperature setting must not be above 40.

(P6) HS1-1-1 —» — HS1-1-2-2: While the shower valve is opened, the shower water
temperature must be not changed.

(P7) HS1-1-2-1 - —HSI1-1-1: While the shower water temperature setting is above 40, the
shower water valve must not be opened.

(P8) HS1-1-2-2 — — HSI1-1-1: While the shower water temperature is changed, the shower
water valve must not be opened.

(P9) HS1-2-2 — — HS1-2-1-1: While the bath valve is opened, the bath water temperature
setting must not be above 60.

(P10) HS1-2-2 — — HS1-2-1-2: While the bath valve is opened, the bath water temperature
must be not changed.

(P11) HS1-2-1-1 = —HS1-2-2: While the bath water temperature setting is above 60, the
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bath water valve must not be opened.
(P12) HS1-2-1-2 = — HS1-2-2: While the bath water temperature is changed, the bath
water valve must not be opened.

Using Levels 3 and 4 of the HNS-HAM, we can translate all the derived safety property into
the specification. For instance, PS5 and P6 can be translated as the POST Conditions in the
specification.

openShower(){
PRE: power == ON && showerValve == CLOSE & & showerlsWorking ==false;
POST: showerValve == OPEN && showerlsWorking == true &&
showerValve == OPEN — showerWaterTemperature <= 40 &&
showerWaterTemperature == old(showerWaterTemperature);

Due to the space of this paper, we only show an example for derived local safety properties
here. For the detail about how to derive the global safety properties, you can be referred to the
papers 0.

5. Summary

In order to derive reasonable safety properties, this paper presented a requirement-
engineering approach that can systematically derive the verifiable safety properties for the
HNS. Specifically, we proposed a hazard analysis model, called HNS Hazard Analysis Model
(HNS-HAM), which consists of four levels of abstractions. By constructing the HNS-HAM
and investigating potential hazards within the given HNS model. The safety properties can be
derived systematically.

To improve the reusability of HNS-HAM, we have also proposed the notion of the hazard
template, which characterizes the generic portion of the HNS-HAM. For every hazard context,
the hazard template is supposed to be constructed once by the safety experts. The template
can be reused for various kinds of the HNS objects for the common hazard context. The
reusable templates make it possible to save the analysis cost and improve the quality of the
HNS-HAM.

By using the proposed requirement-engineering approach, the potential risks leading to the
hazard are analyzed systematically. As a result, the safety properties and their responsible
HNS objects are identified. This provides the strong rationale of the safety for the HNS.

To evaluate the effectiveness of the proposed method, we have shown the case study with
some practical appliances. We have derived 12 local safety properties for ElecricKettle and
HotWaterSystem. We are currently doing more experiments using actual HNS 0. It is also
interesting to apply the proposed method to other services other than the HNS.
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