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Obfuscating API Library Names Using Dynamic Name Resolution
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1: import javax.swing.JFrame;

2: import javax.swing.JLabel;

3: import javax.swing.Icon;

4: import javax.swing.Imagelcon;

5:

6: public class ImageViewer extends JFrame{
7: private Icon icon;

8: public ImageViewer(String file){

9: setTitle(file);

10: Icon myIcon = new ImagelIcon(file);
11: icon = mylIcon;

12: getContentPane() .add (new JLabel(icon));
13: pack(Q);

14: }

15: public static void main(String[] args){
16: for(int i = 0; i < args.length; i++){
17: ImageViewer viewer =

18: new ImageViewer(args([il);

19: viewer.setVisible(true);

20: }

21: }

22: }

01 00oo0oooooooooooooo
Fig.1 Sample program (Image Viewer).
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1: import javax.swing.JFrame;

2: import javax.swing.JLabel;

3: import javax.swing.Icon;

4: import javax.swing.Imagelcon;

5:

6: public class a extends JFrame{

7: private Icon aa;

8: public a(String aaa){

9: setTitle(aaa);

10: Icon aaaa = new ImageIcon(aaa);

11: aa = aaaa;

12: getContentPane() .add (new JLabel(aa));
13: pack();

14: }

15: public static void main(String[] aaa){
16: for(int aaaa = 0; aaaa<aaa.length; aaaa++){
17: a aaaaa = new a(aaalaaaal);

18: aaaaa.setVisible(true);

19: }

20: }

21: }

02 00000000
Fig.2 Conventional name obfuscation.
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import javax.swing.JFrame;

public class ImageViewer extends JFrame{
private Icon icon;
public ImageViewer(String file){
setTitle(file);
Icon myIcon = new ImageIcon(file);

| Obfuscating names setTitle and ImageIcon

import javax.swing.JFrame;

import java.lang.Class;
import java.lang.reflect.Constructor;
import java.lang.reflect.Method;
public class ImageViewer extends JFrame{
public javax.swing.Icon icon;
public ImageViewer(String file){
// resolveMethod("JnbhfWjfxfs", "tfuUjumf")
Class cl =Class.forName(decrypt ("JnbhfWjfxfs"));
Method m = c1.getMethod(decrypt("tfuUjumf"),
new Class[]{ file.getClass() });
m.invoke(this, new Object[1{ file });

// resolveClass("kbwby/txjoh/JnbhfJdpo")
Class c2 = Class.forName(
decrypt ("kbwby/txjoh/JnbhfJdpo")) ;
Constructor ¢ = c2.getConstructor(
new Class[]{ file.getClass() });
Object 02 = c.newlnstance(new Object[1{ file });

03 0O0oOoO0oooooooooo 100000
Fig.3 Proposed name obfuscation with dynamic
name resolution.
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0 1 DynamicCaller DO OOO
Table 1 Methods implemented in DynamicCaller.

Method Interface

Supporting Procedure

Object newInstance(Object[] arg, String EclassName)

resolveClass

Object invoke(Object instance, Object[] arg, String EclassName, String EmethodName)
Object invokeStatic(Object[] arg, String EclassName, String EmethodName)

resolveMethod

Object getStatic(String EclassName, String EfieldName)

Object getField(Object instance, String EclassName, String EfieldName)

resolveField (reference)

void

void

setField(Object instance, Object value, String EclassName, String EfieldName)
setStatic(Object value, String EclassName, String EfieldName)

resolveField (assignment)
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(a) Object instantiation | (b) Method invocation (c) Field reference (d) Field assignment
o
o
8 | new Foo push instance to stack push instance to stack push instance to stack
u push args to stac etfie oo#fooFie push value to stac
2 | dup h args to stack getfield Foo#fooField h value to stack
= push args to stack invokevirtual : putfield Foo#fooField
£ | invokespecial Foo#foo Foo#fooMethod :
o0 . .
‘B
e}
o
5 : : : :
8 push args to stack push instance to stack push instance to stack push instance to stack
8 | store args to array push args to stack ldc "Bar" push value to stack
_B’ ldc "Bar" store args to array ldc "barField" ldc "Bar"
"8 invokestatic ldc "Bar" invokestatic ldc "barField"
5 DynamicCaller#newInstance ldc "barMethod" DynamicCaller#getField | invokestatic
2 invokestatic : DynamicCaller#setField
QE DynamicCaller#invoke :
o) .

04 OOOOOOOCOOOO
Fig.4 Rules for obfuscating bytecode.
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array
array 1 arg2
array arg?2 arg2 arg2 1
2 array array array array array array
[ arg?2 ] arg?2 arg?2 arg?2 array array array array
[ argl | » argl > argl > argl > argl > argl > argl > argl
init state 1:iconst_2 2:anewarray 3:dup 4:dup2_x1 5:pop2 6:iconst_1 7:swap
|
\
array
array 0 argl
array argl argl argl 0
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Fig.5 Storing arguments on operand stack into array.
1: public class ImageViewer extends JFrame{
2: public Object icon;
3: public ImageViewer(String file){
4: DynamicCaller.invoke(this, new Object[] { file },
5: "£29f6e89c20c525ca9ad991e2806eec6", "e46a1b932f90efc76d5606a286a3c585") ;
6: Object myIcon = DynamicCaller.newInstance(new Object[] { file },
T: "2309ad079c732c3eee007£d16630de66£be9154c7e632£85") ;
8: DynamicCaller.setField(this, myIcon, "f29f6e89c20c525ca9ad991e2806eec6", "6c25f9e31afd88ed");
9: Object ol = DynamicCaller.invoke(this, new Object[0],
10: "£29f6e89c20c525ca9ad991e2806eec6", "2ff8414ab86e8975a6439£43d8690008") ;
11: Object 02 = DynamicCaller.newInstance(
12: new Object[] { DynamicCaller.getField(this, "f29f6e89c20c525ca9ad991e2806eec6", "6c25f9e31afd88e4") },
13: "2309ad079c732c3ea3d8e7d5ada803b78542f3£87b7db5c4") ;
14: DynamicCaller.invoke(ol, new Object[] { o2 },
15: "5459bd4f08f7b753d035£d5b82780cd28aa49371f35be2ea", "878dfc57666c5eb9") ;
16: DynamicCaller.invoke(this, new Object[0], "f29f6e89c20c525ca9ad991e2806eec6", "bd627b43d640£316");
17: }
18: public static void main(String[] args){
19: int ol = ((Integer)DynamicCaller.invokeStatic(new Object[] { args },
20: "£127001edc194f1a034a6c9b64b22b57326£e908709c0456", "637f£5714bb80cc1cd5952a95803c6ea")) . intValue();
21: for(int i = 0; i < ol; i++){
22: Object 02 = DynamicCaller.invokeStatic(new Object[] { args, new Integer(i) },
23: "£127001edc194f1a034a6c9b64b22b57326£e908709c0456", "669658105ab0e482") ;
24: Object viewer = DynamicCaller.newInstance(new Object[] { 02 }, "f29f6e89c20c525ca9ad991e2806eec6") ;
25: DynamicCaller.invoke(viewer, new Object[] { new Boolean(true) },
26: "£29f6e89c20c525ca9ad991e2806eec6", "8£98baab6837£9236b117be0cb0a26503") ;
27: }
28: }
29: }

06 ODOOOOOOOCOOOOOO
Fig.6 Obfuscated sample program.
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Table 2 Time taken for obfuscation.

Obfuscation Rate | 25% | 50% | 75% | 100%
Time (msec) 2501 | 2758 | 3145 | 3539
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Table 3 # of DynamicCaller calls of obfuscated programs.

0% 25% 50% 75% | 100%
DynamicCaller.newInstance() 0 44.6 127.7 161.7 197
DynamicCaller.invoke () 0| 1814.8 | 3457.5 | 5136.1 7114
DynamicCaller.invokeStatic() 0 56.5 90.6 | 159.3 237
DynamicCaller.getField() 0| 558.3[1349.2 | 1889.9 2329
DynamicCaller.getStatic() 0 6.2 9.1 15.2 30
DynamicCaller.setField() 0| 135.8| 377.8| 537.2 671
DynamicCaller.setStatic() 0 0.6 0.7 1.2 2
# of DynamicCaller calls 0]2616.8 | 5412.6 | 7900.6 | 10580
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Table 4 Execution time of obfuscated programs.
0% 25% 50% 75% 100%

Average

348.1

985.0 | 1143.7 | 1280.4 | 1429.7

Execution Medium

347.5

982.9 | 1121.2 | 1376.2 | 1414.5

Time (msec) | Maximum

353.0

1128.5

1365.6 | 1417.6 | 1484.0

Minimum

346.0

822.0 878.1 965.1 | 1406.0

File size (byte)

165,831

247,533

281,221 | 307,815 | 365,314
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Table 5 Difference between proposed method and program encryption.

Proposed Method

Program Encryption

Attack method
pear all names

Peeping stack and giving inputs to ap- | Peeping memory after decryption

Encryption targets | Names of methods, fields, classes

whole class file

Class on memory Obfuscated

Decrypted (original)

Runtime overhead

decrypt/invoke a method, refer a field, | decrypt/load a class
assign a field, instantiate a object

Additional class DynamicCaller

Decrypt ClassLoader

Feasibility Research tool

Commercial tool

Applicability Any classes

Any classes

goobcooooooocbooooobooooobooo
O@rooooouoooooo 50000
gooooboooooooooooboooooooo
gobooooooooooooboOooooooboo
gboooboooobooobooboooobooobooon
gbooooooooooboooboooooboobooo
gboooboooobooobooboooobooobooon
gbooooooboobobooboooobooobooon
gobooooooooooooboOooooooboo
gboooooooobooOoooOooooboobooooo
gobooooooooooooboOooooooboo
gobooooooooooooboOooooooboo
gboooboooobooobooboooobooobooon
gboooooo
gbooboobooooobooboobooboo
gboooboooobooobooboooobooobooon
gboooboooobooobooboooobooobooon
gobooooooooooooboOooooooboo
gobooodoooob jamOooooooooooOon
goooobooooooooooboOoooooobooo
goooooooooooooboOooooooboo
gboooboooobooobooboooobooobooon
gobooooboOoooboooboooo0 jaroOOO
O10n000000O0DO0DCOOO
gboobooboooooboobooboooboo
gboooooobooobooboooobooobooon
goooooooooooooboOoooooobooo
goooooooooooooboOoooooobooo
gooobooooooooooboOooooooboo
goooooooooooooboOoooooobooo
gbooboobooboboobooobooooboooobog
gboobooboooooboobooboooboo
gboooooooboboobobooobooobooobo

ooobooooOooobooooOooOooooobooooo
ooobooooOooobooooOooOooooobooooo
oobobooooOooboooo

oooooooooooooooooboooo
ooooooooooooooooooooooo
ooooooOoooooOoooooooooooo
goooooooOooooooOoooooooooon
ooooooooooooooooooooooo
DynamicCaller 00 OO0 OOOOODOOODODOO
ooobooopoOooobooooOoOoOoOoooobooooo
oooboooooo

pooooooooobooooboooooobooooo
goooooooooOoOoOoOoOoooooooooo
goooooooooooooOoOooooooooo
goooooooooooooOoOooooooooo
goooooooooooooOoOooooooooo
goooooooooooooOoOooooooooo
ooobooopoooooooOoOoOoOoooobooooo
ooo

6. 0O O O

gobooobobooobooboboboobooobo
goooobobooboobobuoobooboo
oO0d0oobooooooooooooooooooa
O0o0ob0obooooooooooooooooon
oO00ooboooooooooooooooooog
oOd00o0obooooooooooooooooooa
JobD0o00JavaD0O0OO00O0OODOOOODODOOODO
gooooboooooobbobobuoboboboboo
goobooboboooboobobouooboooboo
gooooooogoo
O O
[1] A. Patrizio, “DVD piracy: It can be done,” Wired

2733



00o00o0oooooo 2007/10 Vol. J90-D No. 10

(2]

(3]

[4]

5]

6]

(7]

8]

19l

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

News, 1999. http://www.wired.com/news/
technology/0,1282,32249,00.html

A. Orlowski, “DVD jon unlocks iTunes’ locked mu-
sic,” The Register, 2003.
http://www.theregister.co.uk/2003/11/22/
dvd_jon_unlocks_itunes_locked/

C. Collberg, C. Thomborson, and D. Low, “Break-
ing abstractions and unstructuring data structures,”
Proc. 1998 International Conference on Computer
Languages, pp.28—-38, Washington, DC, USA, 1998.
goooooooooooooo«cbobo0OO00O000no
Jo0o0oo0oo0oolr 0o000D-IMvol.J80-D-I,
no.7, pp.644-652, July 1997.
gobooooooOooboooooo«O0O0OboOoonooO
goooooooooooooooooooD ooooo
1T2002-49, 2002.
goooooooooooooo+«cbobOOO0OO0OO0000
oooooooo 0ooo0ooooooooooooo
00 2004 (CSS 2004) 0000 pp.247-252, 2004.
P.M. Tyma, “Method for renaming identifiers of a
computer program,” United States Patent 6,102,966,
2000. Filed: March 20, 1998.
“DashO —

efficiency enhancing tool,”

PreEmptive Solutions, The premier
Java obfuscator and
http://www.agtech.co.jp/products/preemptive/
dasho/index.html

CodingArt Pty Ltd., “Codeshield java byte code ob-
fuscator,” 1999. http://www.codingart.com/
codeshield.html

Zelix Pty Ltd., “Zelix Klass Master,” 1997.
http://www.zelix.com/klassmaster/index.html
Kracker’s and BEAMZ, 0000000000000 —
0000000000000 ooo0O0ooo00oooo
2003.

B.D. Chaudhary and H.V. Sahasrabuddhe,
ingfulness as a factor of program complexity,” Proc.
ACM 1980 Annual Conference, pp.457-466, 1980.
NBS (National Bureau of Standards), “Data encryp-
tion standard (des),” Technical Report FIPS-Pub.46,
National Bureau of Standards, U.S. Department of
Commerce, Washington D.C., 1977.

NIST (National Institute of Standards and Technol-
ogy), “Advanced encryption standard (aes),” 2001.
NIST (National Institute of Standards and Technol-
ogy), “Data encryption standard,” 1999.
http://csrc.nist.gov/cryptval /des/fr990115.htm

R.L. Rivest, “The md5 message-digest algorithm,”
Technical Report RFC 1321, MIT LCS and RSA
Data Security, Inc., 1992.
http://www.rfc-editor.org/rfc/rfc1321.txt

Apache Software Foundation, “Jakarta commons di-
gester,” 2005.

P.K. Janert, “Learning and using jakarta digester,”

“Mean-

2002. http://www.onjava.com/pub/a/onjava/
2002/10/23/digester.html

2734

(19]

(20]

(21]

(22]

(23]

(24]

(25]

(26]

(27]

X. Zhuang, T. Zhang, S. Pande, and H.H.S. Lee,
“HIDE: Hardware-support for leakage-immune dy-
namic execution,” Technical Report, GIT-CERCS-
03-21, 2003.

O. Goldreich and R. Ostrovsky, “Software protection
and simulation on oblivious RAMs,” J. ACM, vol.43,
no.3, pp.431-473, 1996.

S. Cesare, “Linux anti-debugging techniques (fooling
the debugger),” 1999. http://www.uebi.net/silvio/
linux-anti-debugging.txt, accessed 29 Dec. 2003.

S. Chow, P.A. Eisen, H. Johnson, and P. C. van
Oorschot, “White-box cryptography and an aes im-
plementation,” 9th Annual International Workshop
on Selected Areas in Cryptography, SAC 2002, Lec-
ture Notes In Computer Science, vol.2595, pp.250—
270, Newfoundland, Canada, 2002.

S. Chow, P.A. Eisen, H. Johnson, and P.C. van
Oorschot, “A white-box des implementation for drm
applications,” 2nd ACM Workshop on Digital Rights
Management (DRM2002), Lecture Notes in Com-
puter Science, vol.2696, pp.1-15, Washington, DC,
USA, 2003.

O0O000O0C. ThomborsonO “00000O00O0O0C0OO
gooooooooo—obO0o0ooobooooboooo
00000000 00000vol.46, no.5, pp.558-563,
2005.

gooooobooooobooocooo«oob00 TvOoOO
PCOOOO0OO LSID OO FUJITSU, vol.55, no.6,
pPp.575-579, 2004.

Y. Sakabe, M. Soshi, and A. Miyaji,

fuscation —Approaches to construct tamper resis-

“Java ob-

tant object-oriented programs,” J. IPSJ, vol.46, no.8,
pp.2107-2119, 2005.
New-Era-Soft, “JEncoder,” 2005.

http://www.new-era-soft.com/

o00 190 50 20000

oo 0o booo

011 00000000000000D0
13000000000000000000
oo0o0ooO0ooooodo 18000
oooo0o0oo0o0oo0o0o0o0o0oDOo0o00
oooooo0o0o000 1900000
00o00o0oo00ooooomooood

gooooooooooooooooobooOoooobooooo
OoooOoo0o0oO0ooobO0O00O0O0C0O0IEEEDIPSIOODOO



OO00APIODOOOODOOOODOOODOOOODOOOODOOOOOOOO

oo oo oooo

ODe00000O0O0O0O0DOOO 8000
Jo00o00o0000 no000o00
go0oO0ooooooooooooooo
00000000 120000000000
oo0o0oo0o000 1400000000
go0oooo 190000000000
00000000 @mOo00o0o0o0o00o00000webO0O
go0oo0oo0o0o000000000000000000000
OO0OOIEEE, ACM OO0OO

oo 00 o0Oood

OeO000O0C0COOOO 100000
goooboboboooooooooooo 1e
oooooooiv0000000 15016
Auckland 00000000000 O0OM
goooooboooooooooobooooo
gooo0ooOo0OO000000000IEEED
ACMOIPSJOJSSSTOJSISEO0OOO

oo 00 o0Oood

OeoO0bOO0OO0O0O0O0OOOOOOOO
oo0o0oooooooooooOoooon
goooooo s000o0ooooooon
gooboOoO0O0o000ooon 1300000
gooooooooooooobooooo
goooooooooooboboooooo
0000000000IEEEODOACMOIPSIOJSSST OOOO

2735



